HAFAT=FA Journal of Security Engineering
Vol.11, No.6 (2014), pp.551-566
http://dx.doi.org/10.14257/jse.2014.12.11

TCP-Flow AE2E o]&3 HEHZ P9 74t gd=EZo|=
AJHIAT BA

A AN, BHEE2), HHYS) ST

Android Malware Detection Using TCP-flow Sequence
on Network Behavior-based

MyeongJae Seong”, Haeryong Park?, Bomin Choi”, Eul Gyu Im?

2 o

JERolE HPYIEE WA F7FtL ok B JIEEo|E g

B HIEE HAEE et ok wibs AQEEO|ERAEL 5‘:} y

oIt} A=Ro|= FFAANA FHIEE ATy M B ATV AP Foln ofd 4

F 2 =4 VENZ P9 /N dERols I BA S AT VEHI P 7]
ERolE GAFFE GAHEE PFAET} PAE FEL o) TAHE VIEYA HA S o]
& st e, o] E4L TCP-Flowel 32 A71& AMdsta Z=wds 53 ZC&
, TCP-Flow Al#A2(TCP-flow sequence)?t E=#¢l WYY (Domain Name)< AHg-3) 3htel E4
AErh B =4 E o] EAS o83 MEHT P9 7|9 ARIE A Ax"E T

¢

i

—?‘-‘ONLOFO

RN [Pais:2
'_Urﬁ

AAlo] . ¢teZolt AN FE Y EXT 39, TCP-Flow, Levenshtein distance

Abstract

The number of Android malware is increasing rapidly. Android malware is spreaded through unclear
sources or markets. Therefore, Android devices are always exposed to malware threats. In order to prevent
malware from damaging the Android operating system, there are many ongoing researches. In this paper,
we propose Android malware detection method based on network behavior. this method generates features
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using network packets which occur during executions of malware. these features were consisted from a pair
of domain names and TCP packet-flow sequences such as TCP flows. We Implemented the proposed
method, and experimented with test data.

Keywords : Android malware, Network-behavior, TCP-Flow, Levenshtein distance
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[Table. 2] Number of trained sample for experiment

Group Name Testl Test2 Test3

Number of sample | Number of sample | Number of sample

Groupl - 11 11
Group2 22 22 32
Group3 6 8 8
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[Table. 3] The result of experiment using Android malware and normal software

Group Test 1 Test 2 Test 3

Name Nimber of sarfle | Detection rate | Narber o snde | Detection rate | Nimber of sarge | Detection rate
Groupl - - 11 1.0 1 1.0
Group2 12 0.67 27 0.52 37 0.76
Group3 12 017 27 0.89 37 0.92
Group4 12 0.75 12 0.75 12 0.75
Group5 - - 15 0.47 25 0.80
Total 36 0.52 92 0.71 122 0.84

B =4 At UESA 7|9 kERojE ofgIs = TE

229 43 A3, training A
7}

A=
F test setvlth P F =T HAXH

b 4% PAGEl ke A AT 5 Anon a
F2 AT F Qo] AT} BF FA QFeEols FAolH YEALES B oPYEcit
Ag % ek

6. A&
B ERolA AGE WEND /M SERE YIE B AsHe YEIE o] sk
A

FeoE OPYIES YA PHOR A & Atk =G AYARS o] YEYD B
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& SHE QuRolE fYIEE B4 TS WA wRel ofE SPYIES} 2 HojglA]
A9 AT 5 Y, YEAZFNA Aol o) FHE A2 ofUHE WL FAT & Ys
Folghdl ohgmES B & 4 A

TCP-Flow AlA2~(TCP-Flow sequence) ¢t =H¢l 4%)(Domain Name)®| ARE-O.& ofdsice
#H o] 2 E(payload)E A8 AARSEA] %5l TCP-Flow®] FEiRE HARSE] ool ehgh Wi o
YIS AAE o o, Ao SF tiet AAE Fdsks IDSS} IPS A28/t AA s}

AN T} BAFEA H4F F Ae AT dPETE T o ALY HHE B
A P $Este] PPOTYANNS FEY F Yol VENIAA 4G T =ikl A

ofW ofFeAcIME g F A AAT & Ytk

g0 s FHHA Ut SHA AARE 9 7/101 THEL " W] ARE peapER F4
of AT M B AFoA A WHS o] &8 AARE FA AxHoR AT S
Zolt}, wgk oI =9 TCP-Flow A@ i(TCP—Fl w sequence) S-S AAEt7] 93 WHEHOE
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