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Abstract
In the 24/7 web industry, business owners can feel a constant need to push the latest and
greatest software to the live site in order to remain competitive and ensure growth. However,
the bottom line to the business must always be that the site is fully available and functional to
consumers. The business cannot make money if a customer is greeted with a maintenance
page. Also, the business reputation of the company can be severely damaged if the web site
proves to be unavailable to customers or if orders aren’t received due to improper fulfillment.
The constant rapid updating and changing of software can cause severe site instability to the
point where the business can fail. Systems integration engineers are often the last line of
defense in preventing this type of catastrophic failure. Due to the need for rapid software
integration, a heuristic for quantitatively measuring risk in the system is invaluable to
determine what software is riskiest to deploy and where problems are most likely to occur.
The software deployment risk assessment heuristic presented in this paper allows systems
integration engineers to determine where these risks are most apparent in the system and to
explore where best to focus their efforts for ensuring the least disruptive deployment method
for live production systems.
Keywords: Deployment, Risk, Heuristic, Web, Systems Integration, Assessment,
Production, E-Commerce, Qualitative, Tier, Components, Code, Software.
Acronyms: Systems Integration (SI), Quality Assurance (QA), Information Technology
(IT), Development Environment (DEV), Production Environment (PROD).

1. Introduction
In the internet business, timing is everything. Because the internet business world is so
fast-paced, it is imperative for every company to stay on pace with their respective
competitors. Each company tries to eclipse its competitor by creating a web site which is
more dynamic and more enticing to consumers. “That need to evolve is causing a flurry of
activity among the big Internet commerce competitors, as they cross into each others'
territories to add services to woo more consumers.” [19] This creates a situation where a
software infrastructure update to the web site of an internet company may become obsolete
the day after it is introduced to the public. A company that releases a brilliant new
technology on their web site cannot sit back for a moment; they must immediately introduce a
new strategy to keep up their competitive advantage. A company that sits on its laurels may
soon find themselves out of business.
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Because the nature of the e-commerce business is a 24/7 industry, any site downtime will
cause a loss of business to the company. The ultimate goal of course is to be able to deploy
the new software into the live production environment quickly and with zero impact to
customers. This deployment process must be executed by integration engineers based on
information ascertained by the development organization. However, the efforts of systems
integration engineers can be seriously handicapped due to the lack of proper documentation.
At times, software can be handed over to integration engineers who have little familiarity
with regard to its internal intricacies. Vital knowledge of the dependencies between various
software components as well as the least disruptive method of deploying the various
components to live production systems can be non-existent. “A sound system cannot be
established in an environment of constant and unbound transitions.” [20] Thus, the risk a
particular deployment presents to the overall system is often unknown. Because systems
integration engineers are often the last line of defense in finding issues that may lead to
production problems, a method of quantitatively measuring the risk to the system is
invaluable. The level of risk to the system that the deployment represents affects the level of
attention and careful planning which must be performed by the integration team.
Unsuccessful deployments to the live-site and loss of revenue due to undiscovered software
bugs are all too often the result of a risky deployment believed to be benign.
The problem is that there are no easy methods for quantitatively ascertaining these vital
software component dependencies. Since the web site cannot be taken down for the purposes
of software upgrades, it is extremely important to know how new components will interact
with current components on the live site. New software cannot be instantaneously deployed
to all involved server classes throughout the company‟s enterprise. Because the systems are
live, any and all upgrades must be seamless to the user who is conducting business with the
company.
The problem to be addressed in this paper is how to determine where the risks are most
apparent both to the consumer and to the web site when deploying new software into
production and how to effectively determine possible problems that may be incurred during
the various transitional states in which the web site will be during the production deployment
process. This paper comprises a full literature review of the topic as well as outlining the
motivation for its creation and the methodologies utilized. The heuristic is fully analyzed and
illustrated by means of a comprehensive example. The results of the heuristic are then finally
incorporated into the production system software deployment methodology in order to
determine and achieve the lowest risk and most successful production deployment possible.

2. Literature Review
Current research in release management focuses on the importance of release
management and the tools necessary for achieving successful release management. As
Kajko-Mattsson and Meyer state:
“To make changes to software systems is one thing, to release them in a disciplined and
controlled way is another. The changes, if released in an uncontrolled way, may lead to lack
of control over the delivered changes and to deteriorated system quality. In today‟s fast
changing business environments, they may strongly affect the survival of many software
organizations. Hence, one of the major concerns of any organization should be to have an
orderly well thought-out end-to-end release management process. Such a process should help
deliver software releases with maximal functionality and quality within the boundaries of the
resource constraints.” [18]
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While the methodologies for release management as well as the various types of testing
such as End-to-End integration testing are discussed, there is an obvious gap in current
research as to how to ascertain the risks through the systems integration release process
involved with deploying new software to a live site without causing a single disruption to a
user. Also, current research on methods of successful deployments to live production 24/7
web-based systems is scarcely touched upon. Another serious gap in reviewing the current
literature is how to deploy multiple projects into a single systems integration environment and
still achieve correct testing results. Rana and Arfi [1] address at length the delta versioning
model, the delta effect, and touch on the relationship between different software modules.
However, they fall short of explaining how these modules will interact with existing software
during the transitional period while the software is being deployed. Fanberg [2] describes the
importance of software comparison or „diffing‟ tools in verifying compiled software modules
to improve the software release management process. While „diffing‟ achieves the necessary
validation required to assure that the correct files were deployed to production, it only
determines that the files themselves are correct and not corrupted. Paul [3] discusses the
importance of testing to ensure software quality and how effective end-to-end (E2E)
integration testing can ensure proper risk analysis. He uses a thin thread principle to assign a
risk to each thin thread and then rank them based on the consequence of failure. For example,
threads with a high risk of failure but do not cause catastrophic systems issues may not
require the intensity of testing as a thread with a medium risk of failure but could cause
catastrophic systems issues. Van Der Hoek, et al. [5, 10, 11, 12] performed extensive
research into release management tools and the need for proper documentation. They
describe the necessary requirements for software release management tools and how the
internet has influenced software development processes. Hong and Kapsu [13] discuss a
Software Reuse System which profiles software components in order to readily classify and
retrieve them. This classification method can assist the integration engineer in categorizing
software components for use in the heuristic.
For the deployment aspect, Hall, et al. [14] discuss at length the idea of a software dock
framework so as to employ a standard deployment framework that allows for deployment
modeling, automated deployment, and decentralized control. Ganguly, et al. [15] discuss how
to reduce the complexity of software deployment by use of the delta configuration. A method
of easy deployment to the production environment was developed where pre-configured
software images were utilized.
Belguidoum and Dagnat [17] discuss the necessity of
developing a unified model for production deployment and the importance of identifying the
interdependencies between various components. Dependencies are formalized with logical
formulas and deployment architectures are created. However, the research gap of how the
risks of these various software components will interact with existing software during the
production deployment is not addressed in any of the above studies.

3. Motivation
The motivation for this paper is to provide a heuristic that allows systems integration
engineers to determine where the highest risk of a deployment related problem in the system
is present. This heuristic allows SI engineers to harness their efforts to produce a seamless
and non-disruptive production deployment. The heuristic also provides data to determine
where to most effectively focus the testing of the various transitional deployment states to
mitigate the risk of site downtime. The heuristic can also provide a quantifiable and
comparable figure which SI engineers can provide to a particular business unit. For example,
with the use of this heuristic, the IT department can confidently state to a business owner that
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the risk of deploying this particular software to this particular tier is twice as risky as a similar
deployment to another tier or even to the same tier in another system. The business owner
can determine that the risk is acceptable and the deployment should proceed or that the risk is
too great and the deployment should be indefinitely halted.
Currently, one of the most effective ways to ensure a smooth production deployment is to
engage in rigorous release management. Proper release management is a very important
aspect of any well-structured professional IT organization. Without proper release
management, the entire IT infrastructure may break down as a result of incorrect or
unauthorized code being released. [18] Any software written by the IT department's
development organization must be first packaged into a particular release, assigned a tag
number, and then sent off for QA testing. QA testing must occur in a controlled lab
environment whereby the software is tested using a test system which matches the live
production system as closely as possible. The QA engineers must test their software in an
environment which is extremely accurate. Thus, any software placed into this testing
environment must also be properly configured to the required specifications and any
necessary dependencies must also be delineated.
One of the drawbacks of a pure release management approach is that the risk of
introducing the release into production is not quantified. Risk management plays a very
important role in determining what software should be deployed into the live production
environment at any given time. In a rapidly-changing web environment, SI engineers may
not be able to effectively determine where the greatest risk of where a deployment issue may
lie. The e-commerce web site must be available 24/7 even during the production deployment
process, and this deployment process must in no way impact the customer. The same quality
experience should always be provided to the customer, and the customer must be able to
access all features and nuances of the web site at all times. The visual experience to the
customer must be consistent and not vacillate between different states. Thus, the software
deployment risk scoring heuristic presented in this paper provides the systems integration
engineers with a tool to accomplish the aforementioned goals.

4. Methodology
This paper utilizes a qualitative risk-assessment approach and introduces the concept of
the Software Deployment Risk Scoring Heuristic. The purpose of this heuristic is to provide
systems integration engineers with a working model to determine where the potential
problems, complications, etc. are most likely and prevalent for a particular software
deployment. While it is beyond the scope of this paper to quantify through data mining the
precise risk percentage of site downtime during the deployment process, the goal is to provide
a discursive and detailed description of a typical production deployment and interpret the
results in a manner which is useful to the participants. In order to accomplish this, a
qualitative framework and model must be created using a grassroots approach for the system.
The system on which the deployment will be performed is broken down into specific
functionality tiers. Each individual tier must then be decomposed into the specific
components that will be undergoing modification. The software change must be scrutinized
on a line-by-line basis to identify all changes and the requirements necessary to implement
these changes. An analysis of each of the modifications will provide the systems integration
engineers with a risk guideline to determine where to best focus transitional state testing and
identify where problems are most likely to occur.
A typical business-to-consumer web environment may consist of hundreds of computers
from the frontend to the back end and have complex non-linear dataflows spanning across the
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entire system. The entire web site can be viewed as a system of systems all working together
in lockstep. One subsystem cannot be taken down without an impact upon other subsystems.
In order to effectively measure the risk a particular deployment may bring to the entire web
site architecture, an analysis must be conducted of the individual subsystems within the
system to be modified and their interaction with other subsystems. Once all of the individual
servers in the system to undergo deployment have been identified, their respective dataflows
must be delineated. The goal of this analysis is to create a simple vertical representation of
the subsystem upon which the deployment will occur.
The subsystem to undergo deployment is divided into functional tiers and drawn
vertically in a conceptual model ordered by way of functional intercommunication. In this
model, the backend tier is at the bottom and the customer-facing tier is at the top.
Middleware tiers will obviously be located between the backend and customer-facing tiers. A
simple example of a three tier system is shown in Figure 1.

Figure 1: Subsystem Conceptual Model
In developing this heuristic, it was assumed that the system which will undergo
deployment is live and all functionality will need to be fully available throughout the
production deployment process. Further, the deployment process on a particular tier will not
create a situation where other tiers above or below that tier will cease to function. Taking this
into consideration, a five-question interrogative assessment is performed on each individual
tier in the system conceptual in order to begin analyzing the risk in the various transitional
states during the deployment process. The purpose of this interrogative assessment is to
create an initial risk interrogative factor (RIF) and determine the relative software delta
penetration depth for the high-level tiers in the system conceptual model. The five-question
interrogative analysis is shown in Table 1:
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Table 1: Tier-Level Interrogative Analysis

It is necessary to conduct a preliminary analysis of the high level changes occurring
during system deployment in order to determine how many points of failure or risk exist in
this particular system deployment. Through experience, the 5 risk factor interrogatives listed
in table 1 are the most common failure prone aspects of the overall deployment. All of the
factors are weighted equally as the influence of each factor has similar impact on the overall
risk analysis.
Anytime a configuration change is made to a system, there exists the potential for a
misconfiguration. Examples of misconfigurations could be as simple as a typographical error
in a file, an incorrect database datasource name, username, and/or password, or deploying
software with debug logging active.
Functional changes to the system can introduce severe risk during the deployment. For
example, let's make the assumption that a database stored procedure and an XML front-end
visual change is being deployed to production. When QA performed its functional validation,
the SP and the XML change together tested perfectly. However, QA did not validate the
intermediate deployment scenario where the stored procedure has been updated in production,
but the existing XML is still present awaiting upgrade. The stored procedure proved not to be
backward compatible with the existing production software and thus a system failure occurs.
All of these risks may not be present in every deployment conducted. For this reason, it
is necessary to distinguish and outline the high level changes occurring in the deployment.
Therefore, the initial risk interrogative factor was derived to create a high-level comparison
basis for deployments. The risks are additive and therefore multiple 'Yes' answers indicate an
increased deployment risk. For example, a deployment with no changes to configurations,
mappings, functionality, or interdependencies is at the high level not high risk. Conversely, a
deployment with configuration and mapping changes with new interdependencies is much
more risk prone.
The risk interrogative factor also serves as a beacon to amplify potential impacts to the
business which may occur during the deployment. A customer facing change is always
inherently more risky than a non-customer facing change because it affects the customer's
ability to interface and interact with the web site. Any loss of ability for the customer to
properly or conveniently interact with the web site can be devastating to the business.
The total risk interrogative factor through the interrogative analysis will always fall
between 0 ≤ RIF ≤ 5 where 0 represents the lowest risk possible and 5 represents the highest
risk possible. An answer of yes will give a score of +1 and an answer of no will add nothing.
If the answers to all questions were no for instance, the tier would have a risk score of 0 and
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would require no transitional deployment testing as there is little risk of an issue occurring
during the deployment process. If however, the answer to questions 1 through 4 is yes and
the answer to question 5 is no, the risk score will be +4 for that particular tier. A score of 4
would indicate a high degree of probability that a risk of site instability during the
deployment process is present.
Upon completion of the initial tier-level interrogative assessment, an intense and
thorough analysis must be executed on the individual software components which comprise
each tier. This per component scrutinization allows the integration engineer to specifically
delineate the state of each individual component and categorize it to conform to one of the six
predetermined categories shown in Table 2 below:
Table 2: Component-Level Categorized Analysis

Through this analysis, a plethora of risk scoring data becomes available for input into the
heuristic. In the above table, the component categorizations are listed in order of increasing
risk so as to show that RC=1 has no risk quotient while RC=6 has the highest risk quotient.
Since software components do not exist in a vacuum, it can be reasonably construed that
changing one component will have an affect on another component. An example of this type
of dependency is the principal of circular dependency. [7] As a result, individual
components may have varying risk factors depending upon their particular functionality and
how they interact with other components. It is thus important to break down an individual
tier into sublevels which can categorically delineate how interdependent a particular software
component may be and how vast the scale of the impact on other components may be. Each
tier can be subdivided into 5 primary sublevels (RSL) where changes are likely to occur as
shown in Figure 2 below.

Figure 2: Intra-Tier Sublevel Analysis Model
The Web Applications Sublevel represents the internet software components written by
developers for the company that carry out the main tasks the particular tier was designed to
perform.
The Application Sublevel is supported by the Application Core/Prerequisite
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Sublevel which represents the software components that underpin the main applications
running in that tier. The Operating System Framework/Runtime Environments Sublevel
consists of those extensions, virtual machines, and additional software class libraries to the
basic operating system (e.g. J2EE, JRE, Microsoft .NET, etc.) which provide support to the
two application and application core sublevels. The Operating System Sublevel represents
the software for the full blown basic operating system for the tier (e.g. Linux, Windows 2003
Server, etc). Finally, the System Firmware Sublevel consists of the software components
which make up the BIOS or firmware of the device including a low-level machine code
components.
Each of the aforementioned levels is dependent upon the correct functionality of all of the
corresponding levels below it. For example, the operating system framework/runtime
environments sublevel is dependent upon both the operating system sublevel and the
firmware sublevel. As a result, it can be construed there is a very high risk that a software
change to the system hardware firmware level will greatly impact all of the four other levels
above it in that particular tier. Conversely, there is little to no risk that a software component
change to the application level will result in a failure of the components in the system
hardware firmware level.
As illustrated below in Table 3, each of the sublevels is assigned a risk score 1 ≤ R SL ≤ 5
where RSL =1 represents the lowest sublevel interaction/dependency risk and RSL =5
represents the highest sublevel interaction/dependency risk. At RSL =5, all of the intra-tier
sublevels are affected by the change and the risk of a deployment related problem is high.
Table 3: Intra-Tier Sublevel Risk Scoring Table

In the sublevel component risk categorization, the total number of components in a
particular sublevel (NCSL) must be taken into consideration. Formula 1.1 calculates the risk
score for the categorized components in the sublevel (TRSC) based upon the relationship of the
individually categorized components (CSL) and their respective risk factors (RSL).

C

SL

RC

NCSL

 TRSC

Formula 1.1

The above formula will produce an individualized result for each of the six categories in
the sublevel. Now that the risk score is known for each category within the sublevel, a
relationship must be developed between the categorized component score and the intra-tier

sublevel risk categorization. As shown in Formulas 1.2 & 1.3, the total risk for the sublevel
(TRSL) is calculated by multiplying the total categorized risk (T RSC) by the sublevel risk score
(RSL).
(TRSL) is calculated by multiplying the total categorized risk (T RSC) by the sublevel risk
score (RSL) determined through the intra-tier sublevel component risk categorization analysis.
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TRSC RSL  TRSL

C

SL

RC

NCSL



RSL  TRSL

Formula 1.2

Formula 1.3

Now that the total risk for each of the five sublevels is known, the total tier component
risk (TRCT) must be determined. This figure may be calculated by Formula 1.4 as shown
below.



T

RSL

 TRCT

Formula 1.4

In order to calculate the total tier risk (T RT), the total tier component risk (TRCT) must be
multiplied by the tier risk interrogative factor (RIF) as shown is Formula 1.5.



TRCT RIF  TRT

Formula 1.5

Upon finalization of the aforementioned analyses, the total average risk for overall system
conceptual model (SAR) may be determined by dividing summation of the total individual tier
risks (TRT) by the total number of tiers in the conceptual system model (nT) as shown in

Formula 1.6.
nT

T

RT

1

nT

 SAR

Formula 1.6

In order to demonstrate the software development risk scoring heuristic, a hypothetical
analysis has been performed on the system model shown previously in Figure 1. For the sake
of this example, the responses to the risk factor interrogatives have been randomly selected.

Also, in order to complete the individual software component risk categorization, Tier I has
been determined to have 2300 individual software components, Tier II has 1550 components,
and Tier III has 1000 components. Tables 4 - 5 and Tables 6 - 11 demonstrate the heuristic at
work:
Table 4: Initial Risk Factor Interrogatives
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Table 5: Intra-Tier Sublevel Component Risk Categorization

Table 6: Intra-Tier Web Application Sublevel Component Risk Categorization
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Table 7: Intra-Tier App Core/Prerequisite Sublevel Component Risk
Categorization

Table 8: Intra-Tier OS Framework/Runtime Sublevel Component Risk
Categorization
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Table 9: Intra-Tier OS Sublevel Component Risk Categorization

Table 10: Intra-Tier System Firmware Sublevel Component Risk Categorization
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Table 11: Intra-Tier Total Sublevel Component Risk Categorization

From the heuristic model, it was determined that Tier III (Web Tier as per Figure 1) has
the highest total component risk with TRT=159.72 in relation to the other two tiers analyzed.
It is thus clear from the heuristic model that Tier III (Web Tier as per Figure 1) has the
highest risk of causing a site problem during the deployment process than Tier I or Tier II.
The integration engineer can now utilize this information to focus efforts on ensuring the
most appropriate deployment approach for this particular tier.

5. The Path to Production
One of the main responsibilities of a systems integration engineer is to systematically
coalesce and desegregate an aggregate of subsystems into a working solution for the
customer. In an e-commerce company, this is an essential function for ensuring the stability
of the production web site. Among the many tasks of systems integration engineers, they
must determine how best to host the software, determine the proper types of servers and OS
platforms required, and load test the software to establish its resilience. With the need for
24/7 uninterrupted availability of the live production web site, SI engineers must determine
all risks that may be present during the production deployment process and how to ensure a
transparent deployment to the customer. Armed with the results of the software deployment
risk scoring heuristic, SI engineers can carry out this task more effectively and with better
certainty of success. In order to demonstrate the power and usefulness of the results obtained
from the software deployment risk scoring heuristic, the scores calculated previously were
applied to an example web environment that will undergo a deployment. The sample
environment to be described represents a standardized and ideal application for which the
heuristic would prove highly valuable. While the environment discussed does not represent a
particular web environment, it combines elements typical of a web development environment
and incorporates the obstacles common in many web-based IT organizations.

119

International Journal of Software Engineering and Its Applications
Vol. 5 No. 4, October, 2011

The path to production is extremely essential in assuring a smooth deployment, and
Figure 3 below illustrates an example of a methodical approach to software testing and
analysis.

Figure 3: Software Testing & Analysis Path to Production
In Stage 1 of Figure 3, developers code on their own desktops with Integrated
Development Environments (IDEs), write software components independently, and perform
preliminary tests on those components. In Stage 2, the development organization then copies
this software into a development environment which will allow the software to be tested and
verified prior to deployment into the integration environment.
The development
environment, which in this example is run solely by developers, is a vertically-scaled
representation of the live production environment. However, in this scenario, software
deployment into the development environment is typically accomplished in an ad-hoc manner
by developers due to time constraints and the eagerness of developers to test out new
functionality with respect to delineated business requirements and see how different
components interact. Configurations are often made in a makeshift manner and no effort is
made to determine performance or customer impact. Software components that are
determined to be malfunctioning or not meeting business requirements are immediately sent
back to their respective development group for recoding. When the particular software
component has been redeveloped, it is placed back into the development environment for
analysis. This process is repeated until a certain level of confidence is achieved by the
development organization that the software is stable enough and meets enough of the business
requirements to make it ready for integration in Stage 3.
While in this case the integration environment is like the development environment in
that it is a vertically-scaled representation of the live site, it is very different in that the
integration environment is set up to have a perfectly clean snapshot of the current production
site. No superfluous software, debugging code, makeshift configurations, etc. are present in
the integration environment. The integration environment in this example is run by a separate
group of systems integration (SI) engineers, and the developers do not play a role in its
maintenance. Software is moved into the integration environment in the form of documented
releases with the use of a source code repository. These releases are handed over to the SI
engineers by the developers. All too often little documentation is available for integration
engineers to ascertain the background of the software and the complex interdependencies
present. Therefore, the path from the development environment to the integration
environment is typically the only opportunity for SI engineers to ascertain all of the
information required to ensure a smooth production deployment and move on to Stage 4.
It must be determined if the software provided to the SI engineers in this example is
backwards compatible with the current production software. For example, if a stored
procedure (SP) is updated on a database prior to the front-end web server, the SP update must
not cause a service interruption to the customer. The software deployment risk scoring
heuristic assumes that the software to be deployed into production is backwards compatible
with the legacy software already in use. In order to effectively test backwards compatibility
and by extension the various transitional states in which the web site will be during the
deployment process, the software releases provided to SI must be applied in sequence and
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regression tested. Let‟s take the scenario of three releases provided to SI: one database
release, one middleware tier release, and one web server release and refer to Figure 4 below.

Figure 4: Integration Transitional Testing Phases
At phase one of Figure 4, the example integration environment is a mirror image of the
current production environment. A team of testing engineers must first regression test this
initial state to ensure that it functions exactly like the live production site. At the completion
of this initial regression test, software may be applied to the SI environment with the principle
of mirroring the production deployment procedure. It is essential at this phase for the systems
integration engineers to analyze all of the configuration mappings and software
interdependencies present in the software. When SI engineers reach a level of confidence that
all of the information regarding configurations and dependencies has been ascertained,
software may be applied to the environment.
At phase two in Figure 4, the integration engineers begin moving software into the
environment. During this phase, the DB release is applied to the database server at Tier I. A
thorough round of regression testing must be conducted to ensure that the software deployed
to the DB server is backwards compatible with the legacy software on the middleware server
and web server. During this regression test, it must be ascertained how the customer-facing
web server will be impacted by the DB upgrade. If this regression test is successful, the
software release for the middleware server Tier II may be applied as shown in phase three.
Again, a complete round of regression must be conducted to ensure backwards compatibility
and zero customer impact. If this second round of regression testing is successful, the
customer-facing web server release is applied. At phase four, all of the software is now
deployed into the environment for the final round of regression testing. Assuming all
regression tests are successful, the SI engineers may now apply the proposed software
deployment risk scoring heuristic to determine the risk at each tier. From the heuristic, the
total tier risk (TRT) results for each tier was found to be as follows:
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Tier I Database Server Score



Tier II Middleware Server Score 

TRT = 48.1

Tier III Web Server Score



TRT = 86.6
TRT = 159.72

With TRT = 159.72, Tier III represents the tier with the most risk. Systems integration
engineers know that they must concentrate a significant amount of their efforts on the web
server tier, and all functional and unit testing must take place with this risk assessment in
mind. When testing is deemed to be successful and determined to be adequate for customer
use, the software is considered ready for production deployment. However, because the risk
of a deployment related problem at the web server tier is found to be high, it is essential that a
carefully crafted deployment approach be utilized.
Let us now refer to Figure 5 below which illustrates a simplified, horizontally-scaled
representation of Tier III, the production web server tier. Because of the risk identified
through the use of the heuristic, it is obvious that the web server tier deployment must be
carefully crafted so that customers do not experience an interruption in service during the
deployment process.

Figure 5: Simplified Example of Typical Production Web Server Arrangement
In this example, there are four identical production web servers linked to a network loadbalancing device. A customer making a request from the internet to a web server is directed
to a particular web server bound to the device to keep the load on each server as even as
possible. Let‟s assume that in order to perform the upgrade on the web server, the server
must be taken out of service. Let‟s also assume that it is not possible to perform a swap due
to performance issues (i.e. take half of the servers OOS, upgrade these, and simultaneously
take the other half OOS while putting the upgraded half back IS). Since it is not possible to
shut down all of these web servers at once to perform the software upgrade, a server-byserver approach must be taken.
When initially performing the deployment, one of the web servers will be taken out of
service so that customers are no longer utilizing it. The server is then upgraded, placed back
in service, and the next server to be upgraded is taken out of service. This process is repeated
until all servers are upgraded. Let us now refer to Figure 6 below. This diagram represents
the transitional state of the live production web site during the production deployment
process.
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Figure 6: Live Production Web Site Transitional State
It is clear from this diagram that customers will be simultaneously utilizing web servers
both with the legacy software and the new software when the production web site is in this
state. If, for example, the software update incorporates a visual change to the web site, it is
undesirable for customers to have this form of inconsistent experience. In this case, a type of
„on-switch‟ must be implemented via either a database flag, date condition, etc. This switch
would be turned „on‟ only at such time that all web servers have been upgraded and
individually validated.

6. Conclusion
By using the software deployment risk scoring heuristic, the risk of a deployment related
problem at a particular tier in a system can be quantified. An analysis of this risk score
provides engineers with the data necessary to determine where to focus testing and how best
to deploy the software in each tier. A tier with a high risk factor will almost certainly require
a more lengthy and drawn out deployment process. Obviously, a longer deployment process
means that customers will not see the changes on the web site as quickly as otherwise
possible which could result in a loss of revenue. Also, a more lengthy deployment process
will be more costly to the company as additional IT staffing time would be required to carry
out the deployment. This heuristic has great value in illustrating where the efforts of
integration engineers would be most valuable and where best to focus the majority of the
deployment time interval in order to facilitate the greatest cost savings to the company. If the
organization finds that the deployment on a particular tier is too risky and by extension a
deployment too costly, the software to be deployed can be scaled back so that less dramatic
changes are introduced. Once the software changes are scaled back, the system can be easily
reanalyzed using the heuristic to quantify how much the changes have reduced the risk.
Conversely, if by use of the heuristic, the organization finds that the risk to the system is very
low, more software changes may be introduced and the risk assessment may again be
calculated. It may be concluded that the use of the software deployment risk scoring heuristic
is thus an essential element of the systems integration process.

7. Future Work
Future work on expanding upon this paper would include perfecting the heuristic to
include more precise measuring tools for determining the severity of the changes to individual
software components. For example, the complexity of the heuristic may be augmented to
account for a plethora of tiers and numerous non-linear data flows. One of the limitations of
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this heuristic is that it assumes all of the individual software components are equal in terms of
impact and importance. In practice, some of the many software components considered may
be inconsequential and thus have little impact on the system upon modification. Conversely,
the integrity of one or more of the software components may be extremely imperative and the
slightest modification may prove to have a catastrophic impact. In order to address this
potential oversight, research may be performed to determine how the heuristic could be
augmented to include score rankings for each particular software component. Also, the
heuristic interrogatives may be enhanced to include more precise scoring techniques to
account for interrogatives which may carry more weight than others for a particular
application.
The heuristic may also be expanded to account for instances where one tier in the
environment is undergoing a deployment for decommissioning. The heuristic in this instance
must be able to determine the respective impact the elimination of this tier will have upon all
other tiers in the system. Additionally, the heuristic may be tuned to be more flexible to
account for many types of interdependencies and other complications. An interesting analysis
of the heuristic would also be how it would perform in a scenario where backwards
compatibility is not certain. Finally, future research on the heuristic ideology would be
beneficial to determine how this methodology could be applied to a cloud computing
environment. In a cloud computing environment, all of the technology is accessed from the
internet (cloud) and provided as a service. Because in this situation individual software
components are indistinguishable, the heuristic would require modification to use individual
services as a metric instead. A method of identifying these services and incorporating them
into the heuristic would require further investigation.
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