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Abstract
Content for mobile devices, unlike content for PCs, need to be optimized for the
features of the mobile device. In recent years, with the progress in mobile telecom
technology including Wibro and 3G, various types of mobile devices have become widely
available, such as PMP, PDA, or UMPC. This has drawn attention to interactive
multimedia services such as IPTV, DMB broadcasting, mobile portals and mobile TVs.
However, in order to provide appropriate services for the mobile environment, the
process of converting MPEG-4 BIFS to LASeR is required.
This paper proposed optimized watermarking scheme for mobile device. Proposed
watermarking algorithm uses z-axis location information of MPEG-4 BIFS and original
model is not needed in extraction procedure. This proposed watermarking algorithm has
good imperceptibility and robustness against the geometrical attacks such as noise
addition, simplification and cropping. And it is proved that this proposed algorithm is
good for access control capability by the experiment.
Keywords: Watermark, Mobile security, LASeR, MPEG-4 BIFS, 3D authentication

1. Introduction
Digital content is easily reproduced and since it is almost the same as the original, there
is the issue of unauthorized reproduction and distribution. To resolve this issue, there is a
need for copyright protection technology and authentication measures that can prevent
illegal distribution and usage of digital content. Digital watermarking technology is an
essential technology for confirming one’s ownership and authentication. Watermarks
which are specific forms of data are inserted into the digital content for later extraction,
without changing the quality or size of the content. They are not visible or audible by the
human eye or ear, either.
Use of the watermark varies in images and videos, as well as in illegal distribution as
the current copyright issues, which is recognized in the form of MP3 music files can be
applied to. But no matter what the subject of watermarking, several problems remain to be
solved. As the size of inserting watermark is large, the quality of original image is getting
worse. In other words, it is not easy to find the optimum condition because the size of the
watermarks and quality of the images which have inserted watermarks have trade-off
relationships, which means as one side becomes advantageous, the other side becomes
disadvantageous [1]. Numerous researchers have been studying to insert much
information in the original images which have limited sizes.
Thanks to the progress in embedded technology, mobile devices such as smartphones
or PDAs are now widely distributed. With the advanced communication technology,
mobile 3D games or DMB which are mobile based content services are also made
possible. With these trends, mobile telecom companies and broadcasters are producing
various 3D contents and offering them to consumers. However, since there is no way to
prevent illegal reproduction of mobile content, it is difficult to protect copyrights. In
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addition, there is much left to be desired in the field of mobile watermarking research that
authenticates mobile content associated with mobile devices.
This paper proposes digital watermarking methods appropriate for mobile contents.
Content for mobile devices, unlike content for PCs, need to be optimized for the features
of the mobile device. In recent years, with the progress in mobile telecom technology
including Wibro and 3G, various types of mobile devices have become widely available,
such as PMP, PDA, or UMPC. This has drawn attention to interactive multimedia
services such as IPTV, DMB broadcasting, mobile portals and mobile TVs. For
interactive multimedia services, in MPEG-4, the multimedia objects such as the image,
video and audio are object coded from the early stages of the suggested standard. Then
BIFS (Binary Format for Scene), which is a scene description and scene description
language used for two dimensional display were suggested. However, since BIFS is
suggested based on PC, it is restrained in the mobile environment by the fact that there are
limited operation resources and battery. As such, in MPEG-4, as an alternative to BIFS in
the mobile environment, MPEG-4 part20 LASeR (Lightweight Application Scene
Representation ) standard was additionally suggested [2-6].
However, in order to provide appropriate services for the mobile environment, the
process of converting MPEG-4 BIFS to LASeR is required. The conversion system from
XMT to LASeR parses the XMT-A file that the user put in to generate a DOM-Tree on
the memory, and in the XMT-A, converts the nodes that can be converted into LASeRXML using an XSLT style sheet through an XSLT processor. In the case of three
dimensional geometry and associated 3D nodes, associated nodes are searched and the
value of the relevant node is converted into a value that can be processed in the LASeR
node. Moreover, geometric coordinate conversion and 2D coordinate conversion from 3D
coordinate are carried out. In the last stage, to the DOM-Tree generated in the memory is
added an alternative node that can be mapped out by the LASeR standard SVG node, and
the value is renewed to convert it into an LASeR-XML file [7].
Proposed watermarking algorithm uses z-axis location information of MPEG-4 BIFS
and original model is not needed in extraction procedure. This proposed watermarking
algorithm has good imperceptibility and robustness against the geometrical attacks such
as noise addition, simplification and cropping attack. And it is proven that this proposed
algorithm is good for access control capability by the experiment.
Composition of this paper is as follows. Chapter 2, introduces related works and
comparison analysis about MPEG-4 BIFS and LASeR is to be executed, and chapter 3,
explains optimized watermarking scheme for a mobile device. In chapter 4, implemented
results of suggested algorithm are to be analyzed and compared with other similar
research results. Finally in chapter 5, future study subjects are to be described and
conclusion is to be made.

2. Related Works
In MPEG-4, Scene Description is to be defined to organize the scene which is
composed of multimedia objects. Scene Description defines the expression about visual
and auditory objects in time and space and the relationship of time and space between
objects. And, it also defines the definition about user events and changeable information
by user events. The Scene Description at this moment is called as BIFS(Binary Format
For Scene)[7].
MPEG-4 BIFS is an international standard established by MPEG as a composition
coding technology to manufacture rich media contents and it is supporting multimedia
production using 2D and 3D, consecutive upgrades according to relevant scenes,
streaming support in rich media and synchronization between individually different media
[8]. In spite of these various technologies for rich media service including streaming,

154

Copyright ⓒ 2015 SERSC

International Journal of Security and Its Applications
Vol.9, No.8 (2015)

BIFS is not suitable in mobile environment which has limitations in calculation capability
and transmission bandwidth because it was developed based on PC.
In order to overcome these weaknesses and to provide rich media service in mobile
environments, ISO/IEC JTC1 WG11 (MPEG) established ISO/IEC 14496-20(MPEG-4
Part 20: LASeR(Lightweight Application Scene Representation) as a new international
standard. LASeR is a standard which defines content production and transmission
method to provide various rich media service in mobile environments and it is an
international standard which will enable various rich media services like web services
from existing text or menu-bar services [9]. LASeR is a base technology for scene
technology and has limited scene technology using SVG of W3C and can easily convert
scene information to other different formats. And, it also can freely express video, audio
and graphic data, and transmit by multiplexing as logical stream. Through this, dynamic
rich media service can be implemented which supports rich screen expression and
compression efficiency in mobile environments.
Figure 1 shows the Composition of LASeR system [9]. In SVG Scene Tree layer, a
method is suggested to organize the elements which composes the scenes like media
objects and graphic in space-time way. When interaction methods and scenes between the
elements composing one scene are changed, a method to reflect the changed parts is
suggested. In LASeR Extension layer, clipping function not supported by SVG standards
which are base technologies of LASeR standards, limited non-resampling rotation which
is based on video and still image, full-screen mode and multiple synchronization
references are suggested. And, functions of Longkeypress, Pause & Resume and Text
underline are also suggested.

Figure 1. Architecture of LASeR [9]
In dynamic update layer, SVG functions of “Download & Play” and “Progressive
Rendering Mode” and “DOM(Document Object Model)” based scene change function are
supported in order to serve LASeR contents. Additionally, the function to separate one
scene to number of transmission packets and the push function to insert new contents in
current scene are additionally supported.
Binary Encoding layer, scene description which is composed of SVG Scene Tree and
LASeR Extension is encoded as binary stream. In order to play relevant contents at this
moment, parser for XML text processing is required. But, this XML Parser has a problem
to require more computation than binary data decoding. Even though it can provide
services at “download-and-play” because scene description which is expressed by XML is
composed of texts, it has a problem not to provide services through stream. In order to
solve this problem, new binary encoding method is provided in LASeR. For this, BiM
(Binary format for Meta data) standards are defined in MPEG-7.
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Finally, SAF (Simple Aggregation Format) is a transmission standard to transmit
comprehensive data binary bit streams of LASeR which are composed of Scene
Description and individual media elements. SAF standards enable simple and efficient
synchronized transmission by multiplexing LASeR contents elements and subsequently
making a single SAF stream [10, 11]. Table 1 shows the characteristics of BIFS and
LASeR [7].
Table 1. Features of BIFS and LASeR
Standard
Target device
Based technology
Scene representation
Binary coding
Interactive
Streaming
Specifications
Dynamic scenes update

BIFS
MPEG-4 Part1 System
P.C
VRML
2D/3D
Support
Support
Support
Complex
Support

LASeR
MPEG-4 Part20 LASeR
Mobile
SVG
2D
Support
Support
Support
Simple
Support

3. Optimized Watermarking Scheme for a Mobile Device
This chapter will explain optimized watermarking scheme for a mobile device.
Watermark is inserted using z-axis coordinates on the projection procedures of 3D
coordinates to 2D coordinates. When Cylinder, Sphere and other nodes are transformed
into LASeR nodes, digital watermark is inserted.
3.1. Watermark Insertion Process
BIFS and LASeR have attributes including location, color, horizontal and vertical
length and radius in order to represent the geometry object. Because BIFS and LASeR
have different composing methods of these property information, conversion is required
that LASeR node can be expressed using extracted property information from BIFS.
Figure 2 shows a hierarchical structure of nodes to represent the geometrical object of
BIFS [12].

Figure 2. The Hierarchy of BIFS 3D Geometry Nodes
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It expressed the node name in the elliptical of figure 2 and the main attribute expressed
in parentheses under the node name. Box which is 3D geometry object node of BIFS and
Cone, Cylinder, Sphere have individual object's size information properties including
horizontal and vertical length, height and radius. And information about object
coordinates and rotation and expansion are in Transform which is a higher level node and
Material node has color information.
On the other hand, LASeR defines only 2D geometric objects and figure 3 shows the
hierarchy of LASeR 2D geometry nodes [12].

Figure 3. The Hierarchy of LASeR 2D Geometry Nodes
LASeR 2D geometric objects which are ellipse, circle, polyline and polygon include
object properties such as size, coordinates and color information. Therefore, in order to
express BIFS’s 3D nodes as LASeR 2D nodes, first BIFS’s Transform node and Material,
as well as the value of each geometric object are first extracted and this information is
converted to be expressed as an LASeR node. In this paper, watermark is inserted during
this conversion process. Figure 4 shows the watermark insertion process.

Figure 4. Watermark Insertion Process
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First, the property of the BIFS 3D geometric object is extracted. For example, BIFS’s
Cylinder object has a height property value and a radius property value. Using these
property values, the 10 peak coordinates of the Cylinder are calculated. To express them
in LASeR, the necessary peak coordinates are defined as reference coordinates. Once the
reference coordinates are gained, the location where the actual object will be expressed is
calculated using the location movement information, rotation information and expansion
information in the Transform node of BIFS. Next, 3D coordinates are projected and
converted into 2D coordinates. BIFS defines the center of a scene as ground zero, while
LASeR defines the upper left side as the ground zero. Therefore, a coordinate conversion
is required.
If it is projected as 2D coordinates at this moment, z-axis coordinates will disappear in
original 3D coordinates. Figure 5 shows the procedures to project 3D coordinates to
original 2D coordinates. z-axis coordinates P3, P4, P8 and P9 will disappear.
In this paper, watermark is inserted using z-axis coordinates on the projection
procedures of 3D coordinates to 2D coordinates. For example, if coordinate value of zaxis is negative, insert '1' as watermark and if it is positive, insert '0'.

Figure 5. The projection conversion process of 3D coordinates to 2D
coordinates [13]
3.2. Watermark Insertion Algorithm for Sphere Nodes [14]
Sphere node generates 7 reference coordinate values to express the Sphere as attribute
values and radius. Figure 6 shows properties of Sphere node and reference coordinates on
Sphere node to express LASeR.

Figure 6. The Reference Coordinates of Sphere Node
Algorithm to insert watermarks in Sphere node is as follows.
Step 1: Extract the properties of 3D geometry objects in BIFS.
Step 2: Calculate 7 reference coordinates which compose Sphere using Radius attribute
values of Sphere node.
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P0=(0, 0, 0), P1=(-r, 0, 0), P2=(r, 0, 0), P3=(0, 0, r), P4=(0, 0, -r), P5=(0, r, 0),
P6=(0, -r, 0)
Step 3: Calculate the locations where physical objects are expressed through location
movement, rotation and expansion using location movement information, rotation
information and expansion information which are in BIFS Transform node.
Step 4: Project and convert 3D coordinates to 2D coordinates and execute the
conversion of coordinate system in acquired 2D coordinates and express as one svg :
circle. Insert watermarks as follows using 3D reference coordinates which were used at
this moment.
if (3D reference coordinate value of z-axis < 0) then watermark=1
Else watermark=0;
Step 5: Express as LASeR node using converted 2D coordinates on step 4.
3.3. Watermark Insertion Algorithm for Cylinder Node
Cylinder node generates 10 reference coordinate values to express the cylinder as
attribute values, radius and height. Figure 7 shows the attributes of Cylinder node and
necessary reference coordinates to express as LASeR.

Figure 7. The Reference Coordinates of Cylinder Node
Algorithm to insert watermarks in Cylinder node is as follows.
Step 1: Extract the properties of 3D geometry objects in BIFS.
Step 2: Calculate 10 reference coordinates which compose Cylinder using Radius,
Height attribute values of Cylinder node.
P0=(0, h/2, 0), P1=(-r, h/2, 0), P2=(r, h/2, 0), P3=(0, h/2, -r), P4=(0, h/2, r),
P5=(0, -h/2, 0), P6=(-r, -h/2, 0), P7=(r, -h/2, 0), P8=(0, -h/2, -r), P9=(0, -h/2, r)
Step 3: Calculate the locations where physical objects are expressed through location
movement, rotation and expansion using location movement information, rotation
information and expansion information which are in BIFS Transform node.
Step 4: Project and convert 3D coordinates to 2D coordinates and execute the
conversion of coordinate system in acquired 2D coordinates and express as two svg :
ellipse and one svg : polygon. Insert watermarks as follows using 3D reference
coordinates which were used at this moment.
if (3D reference coordinate value of z-axis < 0) then watermark=1
Else watermark=0;
Step 5:
If (y-axis coordinate of P3 = y-axis coordinate of P4) then express as svg : polygon
Else if (x-axis and y-axis coordinate of P1 = x-axis and y-axis coordinate of P6) then
express as svg : circle
Step 6: Express as LASeR node using converted 2D coordinates on step 4.
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3.4. Watermark Insertion Algorithm for the Other Nodes
The algorithm to insert watermarks in the nodes other than the object(Box, Cylinder,
Sphere, Cone node) is as follows. Like in Figure 8, calculate the average by summing
the pixel values from 𝐴𝑖−1,𝑗−1 in the clockwise direction. If 𝐴𝑖,𝑗 is greater than the
average when compared with the average and 𝐴𝑖,𝑗 , 𝐴𝑖,𝑗 is increased.
When extracting watermarks, original image is not required and we can extract
watermark comparing variation of 𝐴𝑖,𝑗 .
if (𝐴𝑖−1,𝑗−1 +𝐴𝑖−1,𝑗 +𝐴𝑖−1,𝑗+1 +𝐴𝑖,𝑗+1 +𝐴𝑖+1,𝑗+1 +𝐴𝑖+1,𝑗 +𝐴𝑖+1,𝑗−1 +𝐴𝑖,𝑗−1 )/8 < 𝐴𝑖,𝑗
then 𝐴𝑖,𝑗 ++;
else 𝐴𝑖,𝑗 --;

Figure 8. Watermark Mask for the Nodes other than the Object

4. Experimental Results
All the tests were carried out on the P.C. equipped with an Intel core2 2.8 GHz
processor and 8GB memory. LASeR based 3D representation system is implemented
with JAVA in eclipse3.4 development platform. The proposed method is implemented
in C++, and has been tested on several 3D models. Table 2 details information of 3D
models and Figure 9 shows four of them: Object1, Object2, Object3 and Object4.
Table 2. Information of 3D Models

Object1

Number of reference
coordinates
24

Object2
Object3
Object4

16
13
16

Model

Number of polygons
3
4
9
5

Figure 9. Original 3D Models: Object1, Object2, Object3, Object4
In this paper, proposed method was verified by distortion, robustness and
imperceptibility evaluation. The objective distortion between the normalized cover and
stego 3D models are measured by MRMS (maximum root mean square error) [15].
The robustness indicates how resistant the watermark is against various routine
operations on the watermarked content. The robustness is evaluated in terms of the
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BER(bit error rate) of the extracted watermark bit sequence, as well as the correlation
coefficient[16] between the extracted watermark bit string 𝑤𝑛′ and the originally
inserted one 𝑤𝑛 as given by the following equation:
Corr =

′ ̅̅̅̅′
∑𝑁=1
̅)
𝑛=1 (𝑤𝑛 −𝑤 )(𝑤𝑛 −𝑤

(1)

′ ̅̅̅̅′ 2 𝑁−1
√∑𝑁=1
̅ )2
𝑛=1 (𝑤𝑛 −𝑤 ) ∑𝑛=1 (𝑤𝑛 −𝑤

̅̅̅̅′ and 𝑤
where 𝑤
̅ indicate, respectively, the averages of the watermark bitstrings
′
𝑤𝑛 and 𝑤𝑛 .
The imperceptibility of a watermarking algorithm refers to the perceptual similarity
between the original and watermarked images. It is useful to measure the extent of
distortion that the watermarking introduces to the work for the quality appraisal. PSNR is
measured to compare visual quality between the cover image and watermark embedded
image[17].
𝐿2

𝑚𝑎𝑥
𝑃𝑆𝑁𝑅(𝐼, 𝐼𝑤 ) = 10 𝑙𝑜𝑔10 𝑀𝑆𝐸(𝐼,𝐼

(2)

𝑤)

where I is the original image and 𝐼𝑤 is the watermarked image and 𝐿𝑚𝑎𝑥 is the
maximum value of luminance level(0-255). The mean squared error is given as
1

2
∑𝑛−1
𝑀𝑆𝐸(𝐼, 𝐼𝑤 ) = 𝑚×𝑛 ∑𝑚−1
(3)
𝑖
𝑗 |𝐼(𝑖, 𝑗) − 𝐼𝑤 (𝑖, 𝑗)|
where m and n denote the width and height of the cover image. Distortion is
generally indiscernible to the human eye when PSNR exceeds 30 dB. The average
PSNR of four watermark embedded models is over 48dB which demonstrates that
our watermarking scheme has good imperceptibility.
To evaluate the robustness of proposed scheme, the watermark embedded models are
tested against attacks such as noise addition, simplification and cropping. The BER due
to mesh simplification, adding noise and cropping attack is shown in Figure 10. Noise
addition attack aims to simulate the artifacts introduced during 3D mesh generation and
the errors induced during data transmission. In this experiment, pseudo-random noises are
added.

(a)

(b)

(c)
Figure 10. Experimental Results after Various Attacks; (a) Noise Addition,
(b) Simplification and (c) Cropping
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The watermark is often embedded in the original complex model, and then the 3D
mesh is simplified so as to adapt to the capacity of the available resources. This
simplification operation is the most important one of various connectivity attacks. After
cropping attack, one part of the watermarked 3D model is cut off and thus lost. This
attack happens when we create a new model by combining parts extracted from several
other objects.
The correlation coefficient affected by noise addition, simplification and cropping
attack is shown in Figure 11.

(a)

(b)

(c)
Figure 11. Correlation coefficient affected by noise addition, simplification
and cropping. (a) Noise addition, (b) Simplification and (c) Cropping
From Figure 10 and Figure 11, we can see that for the four models, the BER is
endurable and the correlation coefficient values are large enough to detect the watermark
after various attacking operations on the watermarked model such as mesh noise addition,
simplification and copping attack.

5. Conclusion
Content for mobile devices, unlike content for PCs, need to be optimized for the
features of the mobile device. In recent years, with the progress in mobile telecom
technology including Wibro and 3G, various types of mobile devices have become widely
available, such as PMP, PDA, or UMPC. This has drawn attention to interactive
multimedia services such as IPTV, DMB broadcasting, mobile portals and mobile TVs.
However, in order to provide appropriate services for the mobile environment, the process
of converting MPEG-4 BIFS to LASeR is required. The conversion system from XMT to
LASeR parses the XMT-A file that the user put in to generate a DOM-Tree on the
memory, and in the XMT-A, converts the nodes that can be converted into LASeR-XML
using an XSLT style sheet through an XSLT processor. In the case of three dimensional
geometry and associated 3D nodes, associated nodes are searched and the value of the
relevant node is converted into a value that can be processed in the LASeR node.
Moreover, geometric coordinate conversion and 2D coordinate conversion from 3D
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coordinate are carried out. In the last stage, to the DOM-Tree generated in the memory is
added an alternative node that can be mapped out by the LASeR standard SVG node, and
the value is renewed to convert it into a LASeR-XML file.
This paper proposed optimized watermarking scheme for mobile device. In this paper,
suggested method is that watermark is inserted in the conversion process of 3D graphic
nodes in MPEG-4 BIFS into LASeR 2D graphic nodes. Proposed watermarking algorithm
uses z-axis location information of MPEG-4 BIFS and original model is not needed in
extraction procedure. This proposed watermarking algorithm has good imperceptibility
and robustness against the geometrical attacks such as noise addition, simplification and
cropping attack. Experiments show that the proposed scheme has good
imperceptibility and is able to resist against common attacks such as noise addition,
simplification and cropping attack. The future research is to develop the algorithm for
embedding and extracting a watermark in the rendering information, when rendering
3D mesh models.
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