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Abstract

In Software Defined Networking (SDN) architecture, the control plane is separated from
the data plane. On one hand, OpenFlow switches can only store and forward packets, which
leaves all decisions to be made by the controller. On the other hand, the controller has a
global view over the SDN. But if any switch is captured by an adversary, it may mislead the
controller to make inaccurate decisions which may have terrible influences on the overall
networks. In this paper, we elaborate on these problems and propose methods to detect
malicious OpenFlow switches. We set a threshold value of the traffic-flows across an
OpenFlow switch. If the switch’s current traffic-flows exceed the threshold value, the
controller has reasons to believe that this switch is suspicious and may monitor it intensively.
Another scheme is to add a third-party server to accept users’ report to warn the controller.
In SDN, the controller cannot communicate with users directly, and sometimes users need to
feed back their experience to the controller to help improve the SDN. In this case, it is
necessary to set a third-party server in SDN to act as a middle role. These two schemes help
to detect malicious switches. The controller can analyze the flow table of the suspicious
switch and identify whether it is really malicious before isolating it.
Keywords: SDN, OpenFlow, malicious switch, detection

1. Introduction
In traditional networks, the control plane and the data plane are in routers. Each router
makes independent decisions based on its routing table and maintains its routing table
autonomously, or it is manually set by administrators. Router operation logic is built into
hardware. New functionalities or updates need to be performed on hardware. The complexity
of today’s networks makes it very difficult to apply a consistent set of access, security, QoS,
and other policies. Thus, SDN is proposed to replace traditional networks. Figure 1 shows the
standard architecture of SDN.
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Figure 1. The Basic Architecture of SDN
SDN is a more centralized approach, in which the controller communicates with switches
via OpenFlow protocol. The controller is just like a God role in SDN, and each switch works
under the instructions from it. Switches only have storing and forwarding functions. However,
the controller knows all the information of the networks, including topological structure, the
bandwidth between neighboring switches and so on.
If one switch is malicious, it will send inaccurate messages to the controller. For instance, a
malicious switch may inform the controller that its processing power and its bandwidth are
very huge, which may mislead the controller to assign more flows to the switch. The
malicious switch may lead to a large amount of packet loss, which will have a terrible effect
on the SDN’s performance. In following sections, we illustrate these problems and propose
our schemes to solve it.
The remainder of this paper is organized as follows. Section 2 elaborates an example and
the motivation. Section 3 introduces and explains the proposed scheme. Section 4 provides
performance analyze of the scheme. Section 5 provides a survey on related work and Section
6 concludes.

2. Motivation and Example
A typical SDN topology is shown in Figure 2.
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Figure 2. A Typical SDN Topology
There are 8 switches named from s1 to s8, and 16 computers named from c1 to c16. The
controller can reach all switches in this network and it communicates with every switch using
OpenFlow protocol via a secure channel, typically SSL or TLS. Switch s4 is surrounded by a
pink area, which represents s4 is a malicious switch. Other switches are normal switches and
function well.
Assume that the bandwidths of s1-s4, s2-s4, s3-s4, s4-s6, s4-s7, s4-s8 are 2Mb/s, the
bandwidths of s1-s5, s2-s5, s3-s5, s5-s6, s5-s7, s5-s8 are 4Mb/s. If c1 wants to communicate
with c16, the controller tends to assign the flow across s1-s5-s8. On traditional condition, if
all switches are normal, the networks will work well. But when s4 is captured by an adversary
and turns to be a malicious one, s4 sends messages to the controller to inform the controller
that the bandwidths of s1-s4, s2-s4, s3-s4, s4-s6, s4-s7, s4-s8 are 10Mb/s. Next, when new
packets arrive at s1 from c1, the controller prefers to forward packets through s4 because it
believes that the bandwidth of s1-s4 is wider than s1-s5. This will lead to a lot of packet loss
and make a terrible influence on the communication quality of the networks.
In this example, s4 is a malicious switch, which the controller and all the other normal
switches do not realize. We just give a simple example about the threat which will be caused
by a malicious switch. In fact, a malicious switch can make worse damages to SDN.
Therefore, we should take some active steps to solve it.

3. Proposed Schemes
In this section, we elaborate on solutions that can help the controller to detect malicious
switches.
3.1. Threshold Value Control
We need to maintain a table in the controller platform. This table is mainly used for storing
the maximum traffic-flows of each switch in Open Flow networks. The threshold table,
MTTV (Maximum Traffic-flows Threshold Value), is designed as shown in Table 1.
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Table 1. MTTV Table
Switch Name
S1
S2
......
Sn

IP
192.168.10.101
192.168.10.102
......
192.168.10.187

MAC
05-16-DC-59-C2-34
FF-EC-DC-12-43-33
......
DC-FE-32-29-28-37

Threshold
3Mb/s
4Mb/s
......
3Mb/s

The Table is maintained by the controller which has a global view of Open Flow networks.
The IP and MAC fields aim to locate the unique switch in networks. Each switch has a
Threshold field. The controller finds out the threshold value of each switch’s maximum
traffic-flows by learning from its working history.
In the example we have discussed in Section 2, when the network is initialized, the
controller will communicate with switches frequently. The controller needs to acquire how
many switches are there in this network and the details of these switches including the
maximum traffic-flows threshold values. An example MTTV table in the controller towards
Figure 2 is illustrated in Table 2.
Table 2. The MTTV Table in the Controller in the Network of Figure 2
Switch Name
S1
S2
S3
S4
S5
S6
S7
S8

IP
192.168.10.101
192.168.10.102
192.168.10.103
10.108.14.213
10.108.14.214
202.218.135.4
202.218.135.5
202.218.135.6

MAC
05-16-DC-59-C2-34
FF-EC-DC-12-43-33
56-41-D8-F7-21-AB
DC-FE-32-29-28-37
BB-D5-A3-67-99-4B
88-12-ED-A2-78-DD
87-23-AC-3B-67-33
66-BA-5E-2F-1A-76

Threshold
3Mb/s
4Mb/s
5Mb/s
7Mb/s
11Mb/s
3Mb/s
3Mb/s
3Mb/s

The controller knows more than just the maximum traffic-flows threshold values. Because
the controller is responsible for building the topology of SDN, it must know all bandwidths
between every two switches. The information will be maintained by the Topology Manager in
the controller. An example of the topology and bandwidths of {s1, s2, s3, s4, s5, s6, s7, s8} is
shown in Figure 3.
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Figure 3. The Topology with Bandwidths
When c1 wants to communicate with c16, there are two choices for the controller to assign
this flow. One choice is s1-s4-s8, and the other choice is s1-s5-s8. By observing Figure 3, we
will discover that to assign more flows to s1-s5-s8 is a better choice because the bandwidth
between s1 and s5 is bigger than that between s1 and s4.
In case that s4 is captured by an adversary and becomes malicious, the adversary tries to
lower the quality of service. It will manipulate s4 to mislead the controller. s4 may generate a
message and then send it to the controller to inform that the bandwidths of s1-s4, s2-s4, s3-s4,
s4-s6, s4-s7, s4-s8 are 10Mb/s, which is far bigger than the fact. This message will convince
the controller that assigning more flows to s4 is a wise choice. Thereafter, when new flows
arrive at s1 from c1, the controller will tell s1 to forward the flows to s4 rather than s5. This
decision is inappropriate because 10Mb/s is far bigger than their real bandwidths and will
lead to a lot of packet loss in the network. However, the controller does not realize it.
In this case, the MTTV table will embody its value. Even though the controller does not
know whether s4 is telling lies, the controller can refer to the MTTV table when it finds out
that the traffic-flows through s4 surge. If the traffic-flows through s4 exceed 7Mb/s, which
indicates that s4 does not obtain the capacity to process so many flows, it is hard to avoid lots
of packet loss. By checking the MTTV table, the controller may find s4 suspicious easily.
When the controller realize some switches (s4 in this case) is suspicious, the controller can
inspect the switch and investigate it further. After making sure s4 is a malicious one, the
controller can isolate it from the network.
3.2 Third-party Server
We cannot detect all malicious switches totally relying on scheme proposed in Section 3.1.
It is necessary for us to design a complementary scheme.
In SDN architecture, users are not connected with the controller directly, and even cannot
communicate with the controller. So, the controller does not know what users’ experience are.
In this scheme, we add a third-party server to help the controller exchange information with
users. This third-party server is mainly used for gathering users’ experience and feedbacks, so
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we call it UFS (Users Feedback Server). Figure 4 is our design of adding a UFS between the
controller and users.

Figure 4. SDN with UFS
In Figure 4, the UFS must be a trusted third party. When users find that it is not easy to
connect to the network or there is no response to the traffic they launched, they guess that
there are some problems with the route or the network. They can send this information to the
UFS. The UFS receives all these feedback information from users and stores them. After a
certain period of time, the UFS will send all these information to the controller. The controller
learns about the users’ experience with the network. By this means, the controller can find
some suspicious paths and suspicious switches. In the next moment, the controller can
investigate these suspicious paths and switches to identify them. The data structure of the
message which is sent by the users is shown is Table 3.
Table 3. Data Structure of the Message
HostName

SrcIP

SrcMAC

DesIP

DesMAC

The field HostName refers to the name of a specific computer which is located by the
source IP address (SrcIP) and the source MAC address (SrcMAC). DesIP refers to destination
computer’s IP address and DesMAC refers to destination computer’s MAC address. With this
information in the message, we can point out the source node and destination node of the
traffic jam.
With UFS, the typical SDN structure shown in Figure 2 is transformed into Figure 5.
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Figure 5. The Integration of SDN in Figure 2 and UFS
In Figure 5, all computers can access the UFS through a web interface. When c1 wants to
communicate with c16 and the path of packets flow is c1-s1-s4-s8-c16, the packets sent by c1
will get lost in s4 because s4 is a malicious switch. After c1 realizes the packet loss in
communication with c16, c1 generates a message containing the following information: c1’s
IP and MAC address, c16’s IP and MAC address. When this message arrives at UFS, UFS
stores it in a Table. The content of the Table is shown in Table 4.
Table 4. The Content of the UFS’s Table
HostName
c1

SrcIP
56.23.45.21

......

......

SrcMAC
EE-23-FC-D2-4465
......

DesIP
228.216.192.36
......

DesMAC
78-DC-4E-FC32-B1
......

The UFS maintains this Table to store all the communication problems reported by users.
After a certain time, the UFS sends the content of the table to the controller to let it know that
there are problems between these node pairs. In this case, the controller may find that the
flow path from c1 to c16 is obstructed. There are probably suspicious switches in the network.
Then the controller could monitor and investigate all the passing traffic between c1 and c16 to
detect malicious switches. After analysis, the controller can identify s4 as a malicious switch.
This scheme in this section is a complement to the scheme in Section 3.1. Both schemes
can be combined to achieve better effects.

4. Performance Analysis
In this section, we will analyze and compare the performance of a SDN with and without
the Threshold Value Control.
If there is a malicious switch in SDN, the inward traffic-flows of the malicious switch
along with time will be like Figure 6.
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Figure 6. Inward Traffic-Flows Along with Time
Figure 6 shows that the inward traffic-flows increase as time goes on. As the controller
does not realize that this switch’s claim does not match its capacity, more and more flows are
assigned to it regardless of its packet loss.
However, the outward traffic-flows of the same switch along with time are like Figure 7.

Figure 7. Outward Traffic-Flows Along with Time
The threshold value is the maximum bandwidth of this switch. Once the traffic-flows
exceed the Threshold value, it is inevitable to lead to a large amount of packet loss. Thus,
after time t1, the outward traffic-flows decrease sharply.
By implementing scheme 3.1, the controller will not assign flows through any switch
beyond its threshold value. In this case, every switch can process all packets, which may
reduce the impact by a malicious switch effectively. SDN with Threshold Value Control will
perform an inward and outward traffic-flows trend curve like Figure 8.
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Figure 8. Inward and Outward Traffic-Flows of SDN with Threshold Value
Control
By observing Figure 8, this scheme avoids packet loss by preventing the controller from
assigning overload flows to a malicious switch. Comparing Figure 7 and Figure 8, we can
conclude that the scheme in Section 3.1 acts as a malicious switch detector, and helps to
improve the performance of SDN.

5. Related Work
The concept of SDN was firstly put forward by Nick McKeown, et al., in [1]. [1] Not only
stated the operating principle of Open Flow in details, but also enumerated the main
application scenarios. It illustrated the promising future of an innovative network. Open Flow
[2] becomes a milestone of SDN evolution. As Open Flow is still in its infant of development,
there is much vulnerability. Kevin Benton [3] gave a detailed elaboration of these possible
vulnerabilities. He is the first to focus on vulnerabilities that emerge from Open Flow network
designs and vulnerabilities within the protocol [3]. Listed a lot of vulnerabilities like Man-inthe-middle Attacks, Listener Mode, Flow Table Verification, Denial of Service Risks, and
Controller Vulnerabilities. Rowan Klöti1 made a security analysis on Open Flow in [4].
These papers were based on the view that all resources are limited including the sizes of the
flow tables and bandwidths of the links.
Despite the extensive work in Open Flow with respect to monitoring, routing, and loadbalancing, the intrusion detection field has not yet attracted much attention. A flow-based
intrusion detection mechanism using Open Flow was reported in [5], which presented a
lightweight method for DDoS attack detection based on traffic flow features with low
overhead.
Suresh Kumar et al. also proposed an Open Flow switch with intrusion detection system in
[6]. There are two new actions in the proposed switch, which are IP verification and Packet
verification. And there are one more table other than flow table and an IDS database. The
table is IDS IP information, which contains the list of suspicious IP. The IDS database
contains the definition of various attacks. When a new packet arrives at the switch, the
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proposed Open Flow switch will check the source IP address in the IDS IP information Table.
If the source IP is found in the table, which means that this packet is sent from a suspicious IP
address, the switch will take drop packet action. If the source IP is not found in the IDS IP
information Table, then it starts intrusion detection by checking the packet data with database.
If intrusion is detected, then make an entry in IDS IP information Table and drop the packet.
Otherwise, it processes the packet as normal processing. By adding this intrusion detection
system, Open Flow switches become more secure and intelligent.

6. Conclusion
In this paper, we addressed the problem of detecting malicious switches in SDN as some
malicious switches may be captured by an adversary and have a terrible influence on the
network. We proposed two schemes to detect these suspicious switches and aimed to improve
the communication quality of the network because the original SDN did not provide satisfied
solution to this secure problem. After monitoring and investigating these suspicious switches,
the controller takes further steps to verify and detect malicious switches.
For future research, we should put more attention on the security problems. We also plan
to propose an effective method to handle malicious switches in SDN after they are detected
by the schemes in this paper.
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