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Abstract. The importance of this emerging information security and u-Korea or
ubiquitous IT era, and the information security is more important. Especially,
the small core device password encryption algorithm is an important part of the
secure side channel attack cryptographic algorithms. However, it can provide
high level of security, an adversary can attack small core device through
implementation of cryptographic algorithms. In this paper, we explain about the
correlation power analysis attack, which is the most dangerous type of side
channel attack. Also, we implemented and experiment this attack. In our
experiment, we used ATmega cryptographic module to configure and the
oscilloscope to obtain the experimental result, and MATLAB program for the
verification process.
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Introduction

The Side-Channel Attacks method proposed by P.Kocher encryption algorithm, the
encryption process is not a theoretical vulnerability from leaking timing information,
power, and electromagnetic signals to use the method of attack. Also Small device
password and encryption algorithms can be the core, and the password is an important
part of the security of the algorithm. By attacking the encryption algorithm key value
is to steal sensitive information, such as exposure to acts, especially one of the most
powerful side channel attack, power analysis attacks, which are under threat in attack
[1].

Fig. 1. The side channel for general encryption processing.
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Encryption / decryption in hardware signatures, and to perform any action, saying the
leaked information; the information that is leaked by the attack technique is called
side channel attacks [2].

2

Experimental and analytical CPA attack

Connect with Pc to collect the signal of estimated power consumption. And then
connect the Pc also with small size of crypto graph to operate it.

Fig. 2. Test device configuration

2.1

Measuring power consumption signal and Key generation guess

By using over one thousand of different plaintext, we measure consumption of the
power signal that is over one thousand. A picture above is measured trigger signal that
is indicating the moment of operation of the AddRoundKey function.

Fig. 3. Perform AddRoundKey function at this point, the power consumption of the signal

Using a plaintext with speculation is to generate the key. Pji is called the plaintext, j is
number of plaintext, i is its byte position, Pj for each of the i(th) value of the key
AddRoundKey if at all possible, operation by performing a guess that generated the
key table [3].

Fig. 4. Guess key generation process
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Generated guess key table Hamming weight model estimated using a table of values
to generate electric power. Hamming weight power model is a model that has
different size of power depending on the number of 0 and 1 of certain value that
passes data bus. It has higher power consumption according to the number of 1 and
also has smaller signal as it has more 1. The following figure represents the Hamming
weight model, equation (1) to guess key in order to change the equation represents the
Hamming weigh model [4].

Fig. 5. Hamming weigh model

(1)

2.2

Correlation coefficient calculation

2.1 With the measurements and using the value generated by the corrcoef operation to
perform the correlation coefficient. Equation (2) shows the corrcoef arithmetic
expression.
(2)
2.2 corrcoef operation power generated by the estimated value of H, the table, the hj i
votes can be present. hj, i is 1 if the i plaintext 0x00, Pj, 1 and the XOR operation is
the value, i guess that the attack can be called key values. Collected for each I
dissipation power signal for the entire operation is performed, and corrcoef calculate
the correlation coefficient.
2.3

CPA attack experimental results

Through the calculated Correlation coefficients, we can check the result of
experiment of mock attack. As you can see the picture below, peak has occurred that
means there is a correct key. If we check the key when the peak has been occurring,
we would be able to find which key is the secret key.
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Fig. 6. The first 1 bytes of all of the key
values of attack

Fig. 7. The first 1 bytes in the attack on key
0x2B, 0x37 the result of an attack

Among the true secret key of which made up small cryptographic module, the value
of first byte is 0x2B. Same as the second picture above, if the attacking key is 0x2B,
we can see the Peak, if is 0x37, we cannot see the Peak. Also Peak can be seen some
other values though, the possibility is lower that key is the true one.

Fig. 8. 2 – 16bytes the correlation coefficient graph
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Conclusion

Current side-channel attacks, the vulnerability of the system to find the attack has
been recognized as a realistic attacks, such as a secure password-based system which
is used as a good tool for building. In this paper, AES [5] cryptographic algorithm
used in a small crypto device is vulnerable to CPA attacks was proved. The study of
software-based countermeasure for CPA attack is expected for the future work.
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