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Abstract. The meaning of Internet of Things (IoT) refers to unique identified
objects which can interact with other object through wireless and wired
communication. The concept of Internet of Things (IoT) has been proposed and
studied as a mean to provide communication in different types of physical
objects that support our daily activities. The Internet of Things (IoT) is the
development production of the computer science and communication
technology. As IoT is broadly used in many fields, the security of IoT is
becoming especially important and critical issues. The IoT is required for a new
paradigm of security, which should consider the security problem.
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1 Introduction
Current Internet is a collection of uniform and individual devices, IoT (Internet of
Things) can be merged with much higher level of heterogeneous connection, as
objects of totally different functionality, technology and application fields under same
communication environment. Internet of Things means a world-wide network of
interconnected objects uniquely addressable, based on standard communication
protocol. It is possible to identify distinct macro-trends that will shape the future of IT,
together with the explosion of ubiquitous devices that constitute the future of IoT [1,
2]. In terms of the security, the IoT will be faced with more severe challenges.
There are the following reasons: 1) the IoT extends the internet through the traditional
internet, mobile network and sensor network and so on, 2) every ‘thing’ will be
connected to this ‘internet’, 3) these ‘things’ will communicate with each other.
Therefore, the new security and privacy problems will arise [3]. Explosion of the
amount of data collected and exchanged can be deluged. Due to limited resources,
energy required to operate intelligent devices should be minimized. The sensor
devices will become increasingly smaller. To operate the devices with autonomic
management, the devices and systems should have self-management, self-healing, and
self-configuration capabilities. Especially, the network would be based on IPv6 as an
integration layer.
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2

Challenges of Internet of Things

First, the key elements of Internet of Things are as follows and should be take into
account with requirement of necessity [4, 5].
a) Energy: issues related with energy such as energy harvesting and low-power
chipsets are critical and major concerns to the development of IoT.
b) Intelligence: devices should have capabilities such as context-awareness and cooperated communication to reach neighbor sensor devices.
c) Communication: new, smart multi-frequency band antennas, integrated on-chip
and made of new materials are the communication means that will enable the
devices to communicate.
d) Integration: integration of smart devices into the products themselves will reduce
a significant cost saving and increase reduced dimension.
e) Interoperability: protocols for interoperability have to be standardized.
f) Standards: open standards will be the key enablers for the success of the IoT.
Energy-efficient communication standards are needed. Also security and privacy
use compatible or identical protocols.

3

Characteristics security issues of Internet of Things

Cryptosystem is basis of information security. In the traditional network, there are
two uppermost forms of cryptographic applications such as point to point encryption
and end to end encryption. As far as we know, their system can be merged with the
IoT framework [6, 7]. Generally, the node of sensor layer is low speed CPU such as
single chip system. Encrypt and decrypt programs cannot use large storage and highpower. So Encryption mechanism in IoT should be lightweight. Compared with
traditional network, sensor nodes in IoT deployed in an unattended environment, there
are some new characteristics in sensor network. First, wireless link signal is very
weak. Second, node is exposed. Third, network topology is dynamic [8]. Emergence
of IoT will generate only when strong security solutions are in place. The standards
must define different security features to provide confidentiality, integrity, or
availability of services. The issues related to identity objects must be dealt with in
politics and legislations. Enablers of Internet of Things have following characteristics
[9].
a) Manufacturing, logistics and retail sectors: product authentication and anticounterfeiting, next-generation industrial automation and supply chain
management, inventory management, track & trace, remote maintenance,
service and support.
b) Energy and utilities sectors smart electricity and water transmission grids, realtime monitoring of sewage systems, efficient energy and water consumption at
homes enabled by connected devices to the grid.
c) Intelligent transportation systems support for vehicular ecosystems, use of invehicle sensor networks, telematics, GPS and wireless networks for developing
smart vehicles, vehicle-to-vehicle and vehicle to roadside communication for
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collaborative road safety and efficiency, vehicle tracking, traffic data collection
for traffic management etc.
d) Environment monitoring systems wireless sensor nodes to monitor weather,
environment, civil structures, soil conditions etc.
e) Home management and monitoring use of sensor nodes, smart applications,
wireless networks, home gateways for applications such as home security,
elderly care, smart energy control etc.

4

Enhancing of security and privacy

IoT should be needed a variety of different layers of the architecture and considered
from different aspects of information security [10]. The representative consideration
included security structure, key management, security law and Regulations. Security
of information transmission in the Internet of Things is
mainly related with the
security of network hierarchy [11, 12]. The major role of network hierarchy is to
transmit and communicate information, including the access layer and the core layer.
The security of network hierarchy in the Internet of Things can mainly be divided into
two categories: The first factor is the intrinsic potential safety hazard of the Internet of
Things, while the second factor derives from security vulnerabilities and protocol
defects in the technologies for constructing and realizing the hierarchical functions.
The major issues of network hierarchy are security issues in operational flow model,
air interface and network architecture [13]. In terms of privacy of communication and
user data, a number of technologies have been developed to achieve information
privacy goals. The representative privacy enhancing technologies (PET) are as
follows.
a) Integrating policy-based release of data
b) Virtual Private Networks (VPNs): impractical beyond the borders of the
extranets.
c) Transport Layer Security (TLS): as each ONS delegation step requires a new
TLS connection, the search performance will be affected by introduction of
additional layers.
d) DNS Security Extensions (DNSSEC):
e) Onion Routing
f) Private Information Retrieval (PIR)

5

Conclusions

The use of a mobile device such as NFC, RFID tag and small sensor nodes in hospital
environment offers an opportunity to deliver better services for patients and staffs.
Furthermore, medical errors will be reduced because u-health system helps to verify
the medical procedure. As mentioned above, the security challenges for the IoT are
severe. It is necessary to establish optimized security structure. The key management
in the real large-scale sensor network is always a challenge, and the policies and
regulations related to the IoT will also be a challenge matters.
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