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Abstract
Along with the rapid growth of the number of intelligent mobile devices as well as
applications in recent years owing to the development of network information and
telecommunication technologies, personal privacy faces a unprecedented level of risk.
This seems to be especially inevitable in digital forensic investigations. Consequently,
there is an urgent need to balance the desire for privacy preservation and information
extraction in the process of digital forensic investigations. This paper focuses on the
issues related to personal privacy protection by proposing a digital forensics framework
based on the theory of ontology. In addition to introducing the basic concepts that will
lead to the establishment of the framework, we will also present some experiments that
can be viewed as the demonstration of the effectiveness of the framework in privacy
protection in the process of digital forensic investigations. The framework can thus serve
as the foundation in the design of digital forensic tools and systems that can respect the
privacy of individuals.
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1. Introduction
As intelligent mobile devices grow in complexity and maturity in recent years, smart
phones and other intelligent mobile devices have experienced a wide-spread use and thus
quickly become an important part of the sources for getting digital evidence and hence the
main focus of digital forensics research. California has extended privacy protection to the
contents of cell phones, settling a judicial split by prohibiting police from searching cell
phones in the incident leading to arrest [1]. A growing number of courts believe that a
warrant is necessary because of the ubiquity of mobile devices so that the majority of such
devices are Internet connected smartphones that contain text messages, pictures, videos,
emails and other sensitive and personal information. In Hawaii, New York, Oregon and
Washington, just to name a few, it is now the requirement that police use a search warrant to
track a person’s movement with a GPS or other electronic tracking devices. The office of
the privacy commissioner for personal data in Hong Kong has suggested a number of
privacy practices to highlight the importance of privacy protection of personal data [2].
However, the above practices are mainly non-technical means in defining and enforcing
privacy requirements during the process of digital forensics.
To respond to privacy requirements as technologies change our society, some attentions
have started to be placed on developing technical means to balance the relationship
between convenience and privacy. However, privacy protection has not received
insufficient attention in current research on digital forensics. In this paper, we propose a
novel privacy preserving digital forensics framework aiming to bridge the gap between the
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existing digital forensic disciplines and privacy policies. It worth mentioning that ontology
provides a strong foundation for the development of privacy preserving methodologies in
the area of digital forensics. In this paper, we propose ontology description model and a
privacy preserving digital forensics framework as an effective solution to the significant
challenge digital forensics investigators faces.
The remainder of this paper is organized as follows. Section 2 discusses some prior work
on the issues of privacy preservation in digital forensics. Section 3 presents the proposed
ontology-based privacy preserving digital forensics framework in which we will
investigate how ontology can be designed to represent the particular forensics scenarios and
then propose the privacy preserving digital forensics framework to meet the demands of
specific scenarios. Section 4 serves to demonstrate the effectiveness of the proposed
ontology through conducting some experiments using some real data. Finally, Section 5
concludes this paper with an analysis of different types of digital forensics scenarios and
some discussions on future development prospect.

2. Related Work
The combination of smartphones and the Internet has become very indispensable to the
users. However, such dependency also makes it easy to leak personal private information.
Phone calls, emails, text messages and other forms of communication would provide to
observers with so many pieces of the puzzle that they could be used as the clues for
deducing personal identities and other critical information that can used to break into the
devices to get more information about the users. Android has been perceived as a relatively
insecure mobile operating system due to its open source nature, but a company named
Silent Circle has relabeled it "PrivatOS" through making some significant changes into it
that are both visible and behind the scenes [3]. An Android phone known as Blackphone is
claimed to be the first smartphone to place "privacy and control directly in the hands of its
users" while being used a serious digital device that could carry a wide variety of user
personal information [4].
In order to semantically interpret the input data and perform data transformations aiming
to minimize the loss of semantic content for unbounded categorical attributes, Martínez et
al. [5] proposed a new masking method relying on the knowledge in ontologies. Ntantogian
et al. [6] revealed a set of critical observations regarding the privacy of Android mobile
applications and devices. In [7], the authors analyzed and retrieved files from several
storage media devices by using software called DriveSpy while working in the DOS
command mode focusing on floppy drives, which the authors could show to be able to
grasp the detailed structure of an entire file system by manually examining a floppy disc
sector by sector within a few hours.
Privacy requirements may define constraints on data types, forensic scenarios and
forensic scopes. Kost and Freytag [8] described a formal approach to technically evaluate
an information system with respect to privacy protection in the design and implementation.
Gupta [9] proposed the Privacy Preserving Efficient Digital Forensic Investigation
(PPEDFI) framework to extract the evidence files and rank them based on their relevance of
being used as the evidence. In [10], the authors suggested that policies for privacy
protection be abstracted as trust attributes in a semantic way. Kanbe et al. [11] proposed
RFID privacy protection ontology that consists of goal ontology, function ontology and
technology ontology. However, although there are currently a lot of discussions on privacy
preservation in the context of digital forensics, there are hardly any general methods that
have been developed to be able to deal with the privacy issues in digital forensics.
Therefore, the purpose of this paper is to introduce ontology into the privacy issue and
customize it to assess the feasibility and the impact on the protection of personal privacy in
several real digital forensics scenarios. Then, an ontology-based privacy preserving digital
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forensics framework is proposed with an analysis on its feasibility as well as its
effectiveness in providing the necessary protection on private information in digital
forensics.

3. The Ontology-based Framework
As digital mobile devices are used extensively to exchange information between users,
privacy concerns has arisen due to potential leakage of personal and private information.
Digital devices are usually used to store information with common applications that may
touch sensitive data about users, such as photographs taken, electronic accounts established,
chat records sent and received, clocks and calendars scheduled, contacts entered into the
address book, and social network usernames and passwords. Furthermore, mobile devices
are often considered to be very personal and private from the viewpoint of performing the
role of personal organizers and being carried around and used by individuals. Stirparo et al.
[12] analyzed how mobile applications are used to manage user data after it is loaded into
the volatile memory of the devices to raise the awareness of the research and development
communities on the poor attention that is generally paid in the secure development of
mobile applications. Nevertheless, a technical approach for privacy analysis is largely
missing in which a framework will certainly help to fill the gap.
3.1. Disclosure of Privacy Information in Digital Forensics
For the purpose of showing what could be revealed when browsing through the data in a
captured device just like what an forensic investigator would do, in this part, we test 5
archives download from the Oxygen Forensic Website to emulate real connected devices.
The data are analyzed using Autopsy, a digital forensics platform and graphical interface to
the open-source tool The Sleuth Kit (TSK). Figure 1 illustrates a view of the tree structure
of the files stored in the five devices discovered by Autopsy, where we can see clearly that
personal data such as SkypeAccounts, ImportantData and InternetHistory are readily
available to the investigator.

Figure 1. Forensic Data of the 5 Devices using Autopsy
Figure 2 shows that a large amount of forensic data including images, videos, audios
and documents exist in the digital devices. Apparently, sensitive data related to personal
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privacy is revealed. Figure 3 shows the images stored in the forensics digital devices at
hand. Figure 4 shows the Skype chat records and user account information. Similarly, we
can see from Figures 5 and 6 that important private data becomes available in the
forensics views window.

Figure 2. Types of the Extracted Files

Figure 3. Images Stored in the Mobile Devices

Figure 4. G-Smart Phone SkypeAccount Context
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Figure 5. Important Data in the HTC Mobile Phone Used in the Experiment

Figure 6. Iphone 4s Important Data
3.2. The Ontology for Digital Forensics Involving Privacy
Protégé is an open-source ontology design tool for building intelligent systems with a
highly configurable user interface that includes RDF/XML, Turtle, OWL/XML, OBO and
other formats available for ontology uploads and downloads. Therefore, in our study, we
use Protégé as the tool to design the ontology for the privacy preserving digital forensics
framework. In addition, there are three ontology definitions customized below to assist the
design to illustrate the ontology.
Definition1: The attributes of the ontology for privacy in digital forensics are defined by
the triplet (C, RC, HC): (1) C: the concepts involved in the digital forensics process. (2) RC:
the morphisms between concepts. (3) HC: classification levels of the concepts.
Definition2: Cato= (C’, RC’) is a category of ontology for digital forensics. (1) Cato:
ontology category. (2) C’: the object of a category including classes defined in the ontology
and the relationships between them. (3) RC’: the morphisms between objects including
classes and hierarchical relationships between objects.
Definition 3: The path of concepts in the ontology is supposed to be a path through the
hierarchy that starts from a specified concept node and ends at the root node.
According to the above notions of ontology, we can form a set of ontologies. Figure 7
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illustrates how we can classify forensics processes through applying Protégé as the
ontology design tool. The figure also depicts the hierarchy of the mentioned ontology in
detail.

Figure 7. Digital Forensics Privacy Ontology
Finally, Figure 8 shows the ontology that is composed of 4 levels in horizontal direction.
Moreover, digital forensics is divided into three branches as we can see in the figure. In
general, the digital forensics regarded as an object is divided into three categories including
forensics scope, forensics data and forensics scenarios.

Figure 8. Privacy Ontology of Digital Forensics
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3.3. The Ontology-based framework for privacy preservation in digital forensics
Based on the ontology presented above, Figure 9 is our proposed framework for digital
forensics for privacy protection. The ontology-based privacy usually consists of sensitive
information such as username, password, personal account photograph, etc. The suggested
framework can achieve the goal of protecting privacy through means of identifying
authentication and the scenario as well as protecting sensitive information and images.
Privacy preserving
forensics framework

Investigator
authentication

Forensics scenario
identification

Sensitive information
protection

Images protection

senior

network

accounts

photographs

intermediate

digital device

browser
history

pictures

junior

accessory

calendar

others

Figure 9. Ontology-based Privacy Preserving Digital Forensics Framework
With such protection, senior level investigators could be assigned permissions to view
protected information and images without too much limitation, middle are able to visit
permitted information through limiting the forensics scenario, and junior level
investigators could be prohibited from viewing protected data for privacy protection in the
process digital forensics.

4. Analysis of Effectiveness
Wynand van Staden [13] presented framework for enhancing privacy to prevent – or at
least to minimize the risk of – third party from privacy breaches, which includes an
analyzing component to profile a search and a filtering component to calculate the diversity
in the search results. Nevertheless, Wynand overlooked the variety of forensics scenarios
that are supposed to impact the result of forensics significantly. Figures 13-18 show how
using our proposed framework, sensitive information can be properly protected when
digital forensics is performed by investigators at different levels.
Figures 10 and 11 show how protecting Skype accounts can be realized through
implementing the proposed ontology-based framework. Sensitive information is protected
by considering the authentication of different investigators together with the identification
of forensics scenarios.
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Figure 10. Senior View of SkypeAccounts

Figure 11. Junior or Intermediate View of Skype Accounts
The set of experiments can thus illustrate and verify the effectiveness of the proposed
ontology-based framework for privacy preservation in digital forensics. We can see that the
lack of proper policies of protecting privacy in digital forensics process will lead to serious
privacy issues. On the contrary, the proposed privacy preserving digital forensics
framework can serve to balance the privacy requirements and the needs of digital forensics
investigations.

5. Conclusion
In this paper, we presented a privacy preserving forensics framework based on ontology
by abstracting the privacy attributes in digital forensics scenarios. Privacy protection in the
proposed ontology-based digital forensics framework is then realized through allocating
rights at different levels of the hierarchy. We discussed the necessity of preserving sensitive
information in the process of investigating digital devices and applied the proposed
ontology to classify information involving privacy in three aspects: data types, forensics
scenarios and forensics scopes. We also analyzed the effectiveness of the framework using
real data. Such a privacy enhancing digital forensics framework would enable better
categorization of digital forensic disciplines and assist in the development of
methodologies and specifications that can offer direction in preserving privacy in digital
forensics. Finally, forensic specialists, judicial surveyors and researchers with an interest in
the areas of digital forensic tools, privacy discipline and development of forensics
methodologies should find the framework in this paper very constructive.
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