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Abstract
The application of Static Random-Access Memory (SRAM), becomes more and more
widely in aviation. However, the large amount of SRAM cells is very vulnerable to radiation
included single-event upset (SEU). Based on the detection requirement of SRAM’s SEU, the
detected circuit of the SEU on SRAM is designed. Then the method of redundancy check is
used in the reinforcement of the SEU. The test results shows that the detection circuit can
detect the SRAM-type storage chip sensitive bit of the single particle and the proposed
method can improved the performance of anti-single particles of SRAM several times as high
as 1E6.
Keywords: Mitigation; Fault Detection; Single Event Upset (SEU); SRAM; Cyclic
Redundancy Check (CRC)

1. Introduction
During the flight of the aircraft, the complex and changeable external environmental
factors can cause a certain degree of impact on the airborne electronic equipment, seriously
affecting the performance of aircraft flight. Because of the devices based on SRAM having
high-density, low-cost, reconfiguration and other major advantages, they are becoming more
and more popular in the field of aviation. However, the devices based on SRAM are more
susceptible to single event effects (SEE), bringing serious security issues to aviation
applications. The reinforcement methods have been studied, and they have made great
progress in the triple modular redundancy [1-3], the refresh [4, 5], modified Hamming code
[6, 7], and so on. Due to various reasons such as technology blockade, the research in this
aspect is still in an exploring stage. Especially the research related with SEU in aviation is
quite few. So in view of the SEU of the device based on SRAM, the studying of the
strengthening design to improve the performance of the anti-SEU of devices based on SRAM
becomes more important.
SEE is the event that high energy particles bombard sensitive nodes of microelectronic
device, leading to the flip of the logic functions of microelectronic device or the damage of
the devices. Depending on the mechanism of the different effect, SEE can be divided into the
SEU [8, 9], single event latch-up [10, 11], single event function interrupt [12], and other types
[13, 14]. Among them, the SEU is a charged radiation effect that occurs in monostable or
bistable logic devices and logic circuit [15]. Its main phenomenon is that high energy particles
in spatial have collision with the sensitive region of semiconductor device, and the created
charges which around the heavy ion trajectory were collected by sensitive electrode. When
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the collected charge exceeds the critical state, the undesirable flip and function confusion will
occur, and the device logic state will be flipped, namely original storage "0" into "1", or "1"
into "0" [16]. This effect doesn't make the logic circuit damaged. It can also be re-written to
another state. Among them, ram, rom and microprocessor, digital signal processor and the
programmable logic devices, three components of a set of registers with the internal storage
unit is most sensitive to SEE [17].
In this paper, a detected circuit was designed for single particle flip failure of the SRAM.
Then, the method of CRC and dual redundant were taken with FPGA to mitigate the SEU.
The test results demonstrate that the anti-SEU performance of SRAM was improved. The
reference chip is used for comparison with the test chip. The sensitive sites of the SEU can be
detected and CRC reinforcing effect proposed in this article can be verified. QuestaSim and
logic analyzer simulation test results show that the detected circuit can achieve the aim of the
detection of the single particle flip failure of SRAM. The strengthening method proposed in
this article can improve the anti-SEU performance of storage chip.

2. SEU Detection Circuit of SRAM
2.1. The Detection System Board of the SRAM’SEU
Altera's Cyclone III EP3C16Q240C8 FPGA is brought as the core of the test system to
design the test circuit board. Cyclone III EP3C16Q240C8 FPGA has the advantage of low
power consumption, high performance, low price and its internal logic units up to more than
1500, so that it can fully meet the needs of the design.
In the test system, the PC-based data acquisition software communicates with the FPGA by
the serial port. In the FPGA, FIFO module, CRC module, data processing module are
designed. The FPGA minimum system board and SRAM are designed separately, connected
with flexible flat cable, which facilitates that test different types of SRAM chips, so that the
design increased the application range of this board .The overall structure of the test system
shown in Figure 1:

Figure 1. The Overall Structure of the Test System

192

Copyright ⓒ 2014 SERSC

International Journal of Hybrid Information Technology
Vol.7, No.5 (2014)

2.2. The Data Flow of Test System
During the test, the test data is conveyed through the serial port to the FIFO module. After
processing by the CRC module, the data starts from the first address of the test SRAM and
reference SRAM memory through all the SRAM memory cells bit by bit. After the data is
processed by the data processing module, the sensitive bits of SEU and its location can be
determined. Then the information can be transported through the serial port to the data
acquisition software. Data testing process is as follows:
1. The test board is designed based on the FPGA. It will receive the data then put the data
into the FIFO, then sent the data at the same time to the same address of the memory cell of
the two SRAM.
2. Check the CRC code in reference SRAM.
3. If the checksum is incorrect, discard this data, repeat step 1.
4. If the checksum is correct, read the two SRAM data, and outputs the comparison result.
5. The result is analyzed and which one or several sites in the storage address that had SEU
taken place can be showed.
The essential data flow chart as Figure 2.
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Figure 2. Essential Data Flow Chart
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3. The Design of the Logic Module Inside the FPGA
3.1. Serial Transmission and the Section of FIFO
This design uses the serial port for data transfer [18]. Serial port possesses the advantages
of simple and easy to debug. FIFO uses Altera's intellectual property (IP) cores. IP core will
be used in the circuit, but some of the more complex functional modules designed to modify
the parameters of the module. It has good versatility, high accuracy and has good portability.
The use of the IP core can avoid duplication of labor and greatly reduce the burden of the
engineer. In this article, the FIFO which is used has been proved to be correct.
In this design, through the serial port, host computer transfers data into the FIFO buffer,
waiting for the CRC check module to get the signal. When get the signal, a data can be
extracted to processing CRC.
3.2. CRC Checking Module
CRC (Cyclic Redundancy Check) is a cyclic redundancy check code. It is an important
class of linear block codes. It has the advantages of the simple encoding and decoding
method, error detection and error correction ability, so it is widely used in the field of error
control in communication [19, 20]. The generation process of the specific checksum shows
as follows: Suppose that the n bits data transported are represented by polynomial. The n-k
bits left m(x) can be expressed as m(x)  2 n -k . So n-k empty bits are in the right of m(x), and
it is the position of the check code. The m(x)  2 n -k by the generator polynomial g(x) to obtain
a quotient Q(X) and a remainder r(x), which remainder r(x) is the check code .namely:
m (x)  2

n -k

 Q (x) 

g (x)

r(x)
g (x)

(1)

When the sender sends the data, the information code and the remainder are sent together.
A set of information codes and the remainders is called an element; Setting to T(x), then:
T (x)  m (x)  2

n -k

 r(x)

(2)

At the receiving end, any set of polynomial T(x) should be divided exactly by generator
polynomial g(x). If errors do not occur in the process of transmission, receiving element and
send element are the same. So receiving element must be divided exactly by generator
polynomial g(x). If errors occur during transmission, the received element may not be
divided. Basing on whether the remainder is zero, we can judge whether errors have occurred
in the receiving element.
In this article, CRC checking rules are used in reinforcement design of SRAM chips’ SEU,
so that the performance of resistance to SEU can be improved. Firstly, data is transported
from the FIFO to CRC module. Then the data that is added parity code is sent to a certain
storage cell of the test SRAM. The same data without parity code is sent to the same storage
cell with the test SRAM in the reference SRAM. Subsequently the data in the SRAM cell is
tested to check that whether the received data is correct. If the received data is not correct, the
data could be sent again. If the received data is correct, the data without parity code which is
extracted from the test SRAM is compared with the data in the same storage cell of the
reference SRAM.
The flow diagram of the CRC check reinforcement is shown in Figure3
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Figure 3. CRC Checking Reinforcement Flow Chart
3.3. Dual Redundant Module
The main function of the compared module is that compare the data in the same storage
cell of the two SRAM. So that whether the memory cell is sensitive to SEU can be
determined and the comparison result is attached to the output data (the data in the reference
data), so that it is facilitate to be detected by the data acquisition software.
The design of the test circuit is that the parity bits are attached with data bits. Parity bits are
equal length with data bits. Parity bits are the results of the data of the test SRAM exclusiveor the data of the reference SRAM. The parity bits with the output data are transported in
together. If the comparison results are the same, then the parity bits attached by the output
data all are 0. If the comparison results are different, then the parity bit corresponded the
different bit is 1.

4. Analysis of Simulation Result
4.1. Simulation Test Results of SEU Fault Detection Circuit
First, QuestaSim is used to simulate the detection circuit of SEU. As shown in Figure 4. In
the experiment, the data is transported in serial port protocol. Dual redundant modules are
designed so that the circuit can determine whether an error occurred. As can be seen from the
diagram, if the bit flipping does not occur in the process of data transmission, then the output
result data is followed by eight binary 0; If the bit flipping occur in the process of data
transmission, then the eight binary data corresponding the bit flipping bit is 1. In Figure 4, the
input signal is 11011000, but the received signal appears inverted becomes 11,001,000 (as
shown in dashed box), wherein the fifth data bit has bit-flipping. The low becomes a high
level. The corresponding bit will be 1 which means that the corresponding data bit-flipping
occurred. Thus, the circuit can be designed to detect the occurrence of SEU.

Data bit
Input data
Received data
Output data
Output data

Parity bit

Figure 4. Diagram of the QuestaSim Simulation Test Result
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4.2. Logic Analyzer Results of SEU Fault Detection Circuit
In this study, the logic analyzer is used to test the actual output data of the systems. The
dual redundant module is used to compare and analyze the results. In Figure5, the bit flipping
occurred in the process of the data transition, and the corresponding bit in the parity bits (in
the dashed box) is 1. The results are consistent with the simulation results, indicating that the
error detection circuit can be designed to achieve the aim of detection of the SEU.

input signal
output signal
Figure 5. Logic Analyzer Simulation Test Diagram
4.3. The Validation Result of the Method of CRC
The CRC reinforcement design research is carried out in the experiment to reach the aim of
reliability and the performance of anti-SEU. The corresponding output data would be affected
by the SEU only when the transported data and the CRC code are affected at the same time.
Assuming that SEU occurring in each data bit is unrelated. The probability of each of the
single event upset is α (α≤1). The probability Pun_crc of the occurring of the SEU without the
CRC reinforcement design is:
Pu n _ c r c  C 8   1- 
1



7

(3),

The probability Pcrc of the occurring of the SEU with the CRC reinforcement design is:
Pc r c  C 8   1  
1

Pc r c
Pu n _ c r c




1


7

  1  



7

(4),
(5)

The rate of the memory cell bit caused by single event upset is 4.04E-7 (times/bit·days)
[21]. Radiation anomalies in the South Atlantic region and the peak of solar activity may
increase one or several orders of magnitude in the probability of occurrence. The probability
of the occurrence of the SEU selected is 1E-6 and thus the proposed method can improve the
performance of the anti-SEU of multiple six orders of magnitude to achieve an effective antiSEU purpose.
Figure 6 is the simulation of CRC checksum method. As can be seen from the figure 6, the
data received by receiving module has no difference with the data received by sending
module. When the data received by receiving module is encoded by the CRC module, the flag
bit all is 0. So the CRC code can encode the data correctly, and also can check the data
correctly, so we can reinforce the design basing on the CRC code.
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Figure 6. Diagram of the Simulation of CRC Checksum Methods
4.4. The test of the Reinforcement Effect based on the Redundancy Check Method
The test effect of the proposed method’s reinforcement is shown in Figure 7. Input data at
the cursor is 0001 1110 originally, but bit-flipping occurs during data transfer so the data
becomes 010 1110. The sixth bit jumps from 0 to 1. Before the CRC reinforcement, the output
data is different from the input data 0001 1110.However, after the CRC reinforcement, the
output data is same with the input data .So the reinforcement method can correct the error that
cased by the SEU. Thus the error caused by the SEU can be well corrected by the proposed
method to reach the purpose of effective resistance to SEU.
Clock
Reset
Input data
Unused CRC
Used CRC
Data bits

Figure 7. Diagram of the Test Effect of the Proposed Method’s Reinforcement
Figure 8 is the real-time sampling picture by the logic analyzer. When data flipping has
occurred in input data, the toggle bit without CRC cannot be corrected ,while the toggle bit
with CRC can be corrected (as shown in the dotted box below).

Input data
Unused CRC
Used CRC

Figure 8. Analysis Diagram of the Logic Analyzer
Thus the dual redundant module is a good way to correct the toggle bit caused by SEU. It
improves the ability of anti-SEU of the storage unit. At the same time, it illustrates that this
test system has the realizability.
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5. Conclusion
In this article, a SEU failure detected circuit is designed for the failure of the SEU and dual
redundancy and CRC approach was used for reinforced circuit. The designed circuit could
traversal all the address of the memory chip. The address of the memory cell can be detected
so that you can detect failure early to safeguard the reliability of airborne equipment and
make the potential risks and losses to a minimum stage. As can be seen from the results of
detected circuit, the performance of the anti-SEU of the SRAM chip can be improved in some
extent based on the proposed reinforcement method with CRC and dual redundancy. The
performance of the anti-SEU can be well improved by the proposed method. This experiment
is the basic research of the anti-SEU of the memory chip. For more complex anti-SEU
research, it has very important significance.
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