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Abstract. We show a meet-in-the-middle (MITM) attack on the 6-round variant
of the block cipher PRINCE. PRINCE is proposed by Borghoff et al. in 2012,
which applies substitution-permutation network (SPN) with 64-bit data block and
128-bit secret key. MITM attack was proposed by Diffie and Hellman in 1977
as a generic method to analyze symmetric-key cryptographic algorithms. In this
paper we show that PRINCE can be attacked with 23 words of memory, 19 pairs
of known plain and cipher texts, and 2% times of an encryption operation.
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1 Introduction

We show a meet-in-the-middle (MITM) attack on the 6-round variant of the block ci-
pher PRINCE. PRINCE is proposed by Borghoft et al. in 2012, which applies substitution-
permutation network (SPN) with 64-bit data block and 128-bit secret key [1]. PRINCE
is optimized with respect to latency when implemented in hardware for many future per-
vasive applications with real-time security needs. The designers assessed the resistance
of PRINCE core function against MITM attack at up to 4 rounds.

MITM attack was proposed by Diffie and Hellman in 1977 as a generic method
to analyze symmetric-key cryptographic algorithms [2], [3], [4]. Its basic idea is that
if a target algorithm can be decomposed into two small consecutive segments and the
computation of each segment only involves portions of a master key, then we can check
the consistence of the intermediate data of each segment. Because separately analyzing
two small segments does not require much effort, the overall time complexity to analyze
the whole algorithm could decrease significantlycompared to a brute force attack.

In this article we decompose 6-round PRINCE into a 3-round forward segment and
a 3-round backward segment, and show that PRINCE can be attacked with 232 words
of memory, 19 pairs of known plain and cipher texts, and 2°° times of an encryption
operation.

2 Overview of PRINCE

Figure 1 shows the encryption process of PRINCE, which consists of XOR (&), R and
R! functions, S and S~! layers, and M’ layer. RG (i = 0,1, ---, 11) denotes a 64-bit

ISSN: 2287-1233 ASTL
Copyright © 2014 SERSC



Advanced Science and Technology Letters
Vol.51 (ITCS 2014)
RC, RC1 RC, RC; RC, RC; RC; RC; RCy RC, RCy Re,

A T A
k@ki k, ko ko ko ke kok ok ko kKK

Fig. 1. Encryption process of PRINCE [1].

round constant given by [1]. kg and k; denote 64-bit secret keys being independent from
each other. kj is also a 64-bit key given by

ky = (ko >>> 1)@ (kg >> 63) €))

where (X >>> i) and (X >> i) represent i-bit cyclic and non-cyclic right shifts of a bit
string X, respectively. Because (1) is a bijective linear transformation, we can inversely
derive ky from k. S layer consists of 16 pieces of parallel 4-bit S-box that is a bijective
nonlinear function, and S~ layer is the inverse function of S layer. M’ layer is a 64 X
64 involutional matrix given by

MO 0 0 o0

, -l | 0 MO 0 0
M=M" =l " ao o | @)
0O 0 0 NO©
Mo M; M, M; M; My M3 M,
N . M; M, M3 M . . M, M3 My M
M© — NO-1 — 1 Mz M3 My ) MO = gO-1 = 2 M3 Mo Vi ’ 3
M, M3 My My Ms; Mo M; M, 3)
Ms; My M; M, Mo M; M, M3
0000 1000 1000 1000
0100 0000 0100 0100
Mo=1o010] M={o010]" M=|0000]" M=|o010| @
0001 0001 0001 0000

0in (2)is a 16 X 16 zero matrix.
Figure 2 shows R function that consists of S layer, M’ layer, and S Rlayer. In the
case of R™! the input (output) becomes the output (input).

3 Outline of Meet-in-the-middle Attack and its application to the
6-round variant of PRINCE

MITM attack is based on the primary idea that we decompose a cipher algorithm into
two consecutive parts. Each part of them only involves partial information of a se-
cret key. We encrypt/decrypt each part separately and check whether the intermediate
data from each part correspond to each other. Because separately cryptanalyzing each
part requires low computational complexity, the overall complexity to cryptanalyze the
whole algorithm could decrease significantly

Figure 3 shows the general model of MITM attack. We suppose an encryption algo-
rithm E(k, P) = C can be decomposed into two consecutive parts E¢(Ks, P) and Ep(ky, C)
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Fig. 2. R function.

where P and C are plain/cipher texts, and K; and ky are subkeys used in E; and Ey,. f
and b denote forward and backward processes. K¢ and ky are given by k¢ = (K}, k) and
kp = (K, Ke), respectively where K is the dependent (common) key on both k¢ and Kp. K}
(kp) is the independent key from Ky (K¢). The number of bits of ki and ky are given by
K¢l = K¢ | + |kl and [Kp| = K[| + [Kel, respectively where |X| denotes the number of bits of
data X. v and v" are intermediate data of an encryption process. r is the total number of
S-boxes in the whole algorithm. r¢ and ry, represent the total numbers of S-boxes that
must be calculated to derive v and v’ through E¢ (K¢, P) and Ep(ky, C), respectively. The
detailed steps of MITM attack are as follows [3], [4]:

1. Prepare one known pair of P and C.
2. For each guess of the common key k¢
(a) Compute all possible values of v through E¢ (K¢, P) for all possible key K{. And
then collect all K} in a set T indexed by v.
(b) Compute v’ through Ep(kp, C) for all values of ki and check whether v’ € T. If
so output the corresponding key pair (Kz, Ky) as a possible key.

The time complexity for the step 2(a) in terms of complete encryption/decryption is
given by 2! xr¢/r. Similarly the time complexity of the step 2(b) is given by 2% xry/r.
The memory complexity of T is given by 2. The memory complexity to store possible
keys is given by 2/<KiHKI=I because the total number of possible keys 2%kl g re-
duced to 1/2" through the steps 1 and 2. When we perform these steps n times with dif-
ferent n pairs of P and C, the total number of possible keys is reduced to 2/ K +koi=nxkl
If the following equation (5) is satisfiedwe check the remaining possible keys by ex-
haustive search with a few different m (described later) pairs of P and C.

kel +HKE 1k -=nxol < (2\kfl X e/l + olkol o Fp/r). (5)

Figure 4 shows the 6-round variant of PRINCE, to which we apply MITM attack.
Bold data lines are necessary for the attack. According to the designers’ recommenda-
tion we omit 3 pieces of R with RG (i = 3, 4, 5) and 3 pieces of R™! with RG (i =
6, 7, 8) from the original in order to keep the symmetry around the middle. E;(k¢, P)
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Fig. 3. General model of MITM attack [3], [4].

consists of the rounds 1, 2, and 3. Ep(Ky, C) consists of the rounds 4, 5, and 6. X and Y
represent the 64-bit intermediate data at the output of the round 3 and at the input of the
round 4, respectively. We set variables ky and k, as ky = ko @ K; at the input part and k,
= ki @ ki at the output part of Fig. 4. And we decompose Ky as

oo = K TG G - 1KY 11K (©)

where X || y represents concatenation of two data X and y. kg) (i=0,1,---,15) is 4-bit
data that is further decomposed as

S L T ™

where k{7 (j =0, 1, 2, 3) represents 1-bit data. We also apply these decompositions
and notations to K, ki, X, and Y.

From Fig. 4 we can derive that [K¢| = [ky| = 96, |K}| = K[| = 32, |k¢| = 64, and [v| = |[v/|
= 2. These reasons are as follows. k; has 96 bits on the bold line in E¢ (K¢, P) given by

ke = (ko K, KK KD K, K2, KD, KO, (®)
kp also has 96 bits on the bold line in Ep(ky, C) given by
ko = (K, K19 K19 K1), k(112), k§3), k(12)’ kgl)’ k(IO)). )

k(li) (i=15,14, 13,12, 3, 2, 1, 0) is common to both ks and ky. Furthermore there are
32-bit common keys, which are

(ke f ki) 3 (40,19, K19, K1, K. K2, D, ) (10)
and
(15) 1L(14) 1L(3) 1.(12) 1LQ2) LD L0) L(I13) 13.2) LG 13.0)
(ke Of ko) 3 (K, K1), KIP, K12, K, KD KO, K2, KO, KO0, KO0). (1)

The reason why (10) and (11) hold is that ke of k, (ke of k) is uniquely determined
by (1) with k¢ of ky (k¢ of k,) and the common key kg') (i=15,14,13,12,3,2,1,0).
Therefore the independent keys ki and ki have the 32 bits given by

K = (K, KO KD KD, KD, KO, KD K (12)
and

k’:) — (k§<10), k§<9), k§(8)’ kg), kg(())’ kg(S)’ k§<4), kg(ll,Z)’ kg(ll,l)’ kg(l],O)’ k§(3’3)). (13)
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v and v have the 2 bits given by
V= (X(IS,O) ® X(lZ,O)’ X(3,2) ® X(Z,Z)) and v = (Y(IS,O) ® Y(lZ,O)’ Y(3,2) ® Y(Z,Z)). (14)

We can derive v = v' by (2). Because there are 96 pieces of S-box in the whole algorithm
in Figure 4, we can derive that r = 96. Similarly we can derive that r¢ = r, = 28 because
there are respectively 28 pieces of S-box on the bold lines in E¢ (K¢, P) and in Ep(kp, C).
To satisfy (5), we set nas N = 17. In this case the total number of possible keys is
reduced to 204+32+32-17x2 = 294 < 296 % 28/96 x 2 ~ 232, These 2** pieces of possible
key are furthermore reduced to 2°4-2*%* = 2734 when we check these keys by exhaustive
search with different 2 (= m) pairs of P and C because the block size of PRINCE
is 64 bits. However the true key definitely survives. Therefore the number of known
plain/cipher texts pair required for this MITM attack is derived as 17+2=19. And the
time complexity for the attack in terms of complete encryption/decryption is derived as
17x(2%0%28/96+2%0%28/96)+2%4+2%4-64 ~ 2993 The memory complexity of a set T is
derived as 2%2.

4 Conclusions

We have shown MITM attack on the 6-round variant of the block cipher PRINCE. We
reviewed the general model of MITM attack and applied it to PRINCE. We decomposed
the 6-round PRINCE into a 3-round forward segment and a 3-round backward segment.
As a result, we showed that PRINCE can be attacked with 232 words of memory, 19
pairs of known plain and cipher texts, and 2°°3 times of an encryption operation, which
is more efficient than 2'?® times of simple exhaustive key search.
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Fig. 4. 6-round variant of PRINCE.
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