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Abstract. Unlike traditional security communication systems, unconditional
security communication system takes the advantage of the channel noisy to keep
the transmitted signals secret to Eve while the legitimate partners can receive the
signals perfectly without distribution and management of the secret keys.
Security coding is important to an unconditional security communication system.
The basic principle of the security codes is introduced and the analysis of
security properties is given. Finally, extensive simulations are conducted by
using the security code constructed from the optimal error-checking binary
primitive BCH code and the non-optimal error-checking binary primitive BCH
code as security codes.
Keywords: Unconditional security communication, security codes, wire-tap
channel

1. Introductions
In application layer, traditional security communication systems encrypt data by
encrypting secret message by a pre-shared secret key between two partners. However,
this solution is called computing limited security communication which can be broken if
the computing time and source is unlimited. With the development of computing
abilities, the existing traditional secure system can be broken easily in the near future. In
addition, this kind of data encryption generally requires a strictly secure channel
between legitimate partners to distribute, manage and destroy the secret keys. Once the
secure channel is intercepted, the security communication system will be destroyed.
Different from classical security communication systems, information security of
physical layer makes full use of the properties of the channel itself, such as noisy, coding,
modulation etc. to hide information. As a result, the legitimate partners are able to get
correct messages while Eve can never distinguish useful information from noise. It has
been proved that if the error probability of the eavesdropper’s channel is higher than the
main channel’s, it will be possible to build unconditional secure communications without
pre-shared secret keys [1, 2]. The study in [3] presents that there are two steps to achieve
unconditional secure communications. Firstly, we have to establish superiorities of
legitimate channel and then to extend superiorities by using security coded. It is proved
[3, 4] that the dual code of optimum error detection code [6,

ACIT 2013, ASTL Vol. 22, pp. 156 - 163, 2013
© SERSC 2013

156

Proceedings, The 1st International Conference on Advanced Computer and Information Technology

7] is one of the best security codes among error correction codes. In this paper, we
studied the security codes constructed from the dual codes of the BCH codes [5] on the
basis of the model of the wire-tap channel. Our research shows that when the input
information exceeds the error threshold, the optimum error detection code is able to
extend errors. In the end, we performed a simulation by taking the dual code of the
optimum error detection code as security code and the result proved the system has the
ability to achieve unconditional secure communications.

2. The Model of Unconditional Secure Communication System
In figure 1, we present an unconditional security communication system model
which is based on the wiretap channel I. Under the initial conditions, and are the
error probabilities of the main channel and the eavesdropper’s channel, respectively.
Under the initial conditions, the quality of the main channel is worse than the quality
of the wiretap channel which means .
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Fig. 1. The model of unconditional security communication system

Alice wants to transmit a k-bit message
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klinear binary code V such that V     M V
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The coding rate of the security code is RSk n1 . Alice continues to encode the n 1 bit sequence V to a n2 -bit code such that
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C2V,V 2

0,1 n .

(2)

Now the coding rate of the error correction code is Rcn1 n2 and the coding rate
of the joint code is R

k n2 . The traffic communication between the main channel

and the eavesdropper’s channel deteriorates the properties of the eavesdropper’s
channel. The n2 -bit sequence

C is transmitted in the main channel and the wire-tap
ˆ
channel which are disposed. Bob receives Cand Eve receives C . Both of them
decode the sequence in the same way. 1and 2are the invertible functions
of the channel encoding function 1and 2, respectively.

3. Security Coding Method
As mentioned in this paper, the basic idea of unconditional security communication
system is making use of the properties of noise to deteriorate the eavesdropper’s
channel and then we can achieve the secure communications by using security codes to
extend the advantages of the main channel. It is required in the secure communications
that the legitimate partners are supposed to realize an almost error-free communication
and the error probability of the eavesdropper’s channel achieves 0.5. Formally, let
LJ ~

M  m 1 ,m 2 ,...,m k 

 M̂mˆ1,mˆ2denote Alice’s message,

, M (m 1 ,m 2 ,...,m k ,.mk̂

a n d Bob’s decoded message
and Eve’s decoded message, respectively. Perfect security is said to be achieved if the
following relations holds:

Prm imi0,

(3)

Pr mˆimi0.5 .

(4)

After the wiretap channel building, the legitimate main channel has almost achieved
error-free, although the error probability of the eavesdropper’s channel is not 0.5. The
security code can extend errors of the eavesdropper’s channel and let error probability
of the eavesdropper’s channel equals to 0.5.
The security codes constructed from the dual codes of the error correction codes is
called the coset codes. The encoding process is as the following. If the sender wants

M m 0 , m 1 , , m k 1 , 0,1, ,2 1
j
jj
j 
k , the sender
j
selects a n, n kcode. Let each M which is the syndrome of the n, n kcode
corresponds to a codeword’s head coset W w0 , w 1 , , w n 1. Codeword
to send a k-bit message

j

jjj
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Ci ci1,, c cin1 i 0,1,,2nk 1 is randomly
n, n kcode. Therefore, we get the sending code
ViC W.
We
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the jth
j
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V i by computing
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as
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2nk 1. The legitimatepartners received almost error free

vector j '

Vi . The decryption process is as the following:
kVij'HT0WjHTWHT .

Owe to the existence of the error vector E
channel, the Eve receives

j"

(5)

e 0 ,e 1 , , e0in the eavesdropper’s
j

jj

j

ViV i E. Both the legitimate users and Eve decode
j

j

the code by Eq. (5), where the recovering methods are as Eq. (6) and (7).

Mj Vj'HTCiWjHTW
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Mj" Vj'HTCiWjEjHTMjEHT . (7)
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r eceiver r eco ver s the me ssage s uccess fu ll y b y Eq . ( 6) while E  H
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extra noise to the decoded message of Eve which has been shown in Eq. (7).
Example 1: Alice sends a 3-bit message
partner
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by
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a

M 0, 1, 1 to the legitimate
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code.

Obviously,

to the message. Alice encodes a codeword

W
V

0,0,0,0,1,1by randomly choosing C 0,1,0,0,1,1. V is transmitted in an
almost error-free main channel and Bob gets decoded message
byEq. (6). An error vector

M'0,1,1M

E 0,0,0,1,0,0is added to V in the

eavesdropper’s channel. As a result, Eve gets

V'0,0,0,1,1,1. By Eq. (7), the

Eve recovers a wrong message M"1,1,1M .
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Lemma 1 [3] : If the eavesdropper’s received vector is j ''

Vi = V i E + such that

(V E V = )
j ''

Pr

j

−k

j

j

, which means that the eavesdropper’s received vector has the

2

i

same probability to fall into the jth coset set. We can conclude that the decoding error
probability of the eavesdropper is (
)
P r M j ≠ M'' j =0.5.
Lemma 1 presents the essential principle that chooses the security code. If we
choose the dual code of the optimum error detection code as a security code, Lemma 1
can be realized. Until now, the known optimum error detection codes include
Hamming codes, double error-correcting BCH codes, Golay codes and first order RM
codes. In this paper, we take the double error-correcting BCH codes as examples.

4. Simulation Results
Taking double error-correcting binary BCH code as an example where t = 2, the
minimum code distance is d = 2t +1 =5. The encryption process is stated as the
following:
1)

Send a k-bit message M

= (m0, m1,..., mk−1) and choose C from a (n,n −

k,5) BCH code.

= (w0, w1,..., wn−1) which corresponds to M and satisfies the
relationship M = W H ⋅
T where H is the check matrix of C .
3) Choose the codeword C = ( c 0 , c 1 ,..., c n − 1 ) ,
0,1,...2
2)

Find the W

1

i

randomly from the (n, n −
4) Compute V = W

i

i

i

i=

n− k

k,5) BCH code C .
C ⊕ to get the sending code V . Encryption completes.
i

During the simulation, we select a n = 2 BCH code where l is chosen from 1 to
10. We suppose the eavesdropper’s error probability threshold is 0.495 which means
that when the error probability of decoded message of the eavesdropper achieves
0.495 the system achieves the security. Table 1 presents the threshold error
probabilities when the security codes with different lengths. In this table, RS denotes
l

the rate of security codes and S is the channel transfer probability of the
eavesdropper’s channel. By using the security codes constructed from BCH codes, the
channel transfer probability S can be extended over 0.495.
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Table 1. The error probabilities when BCH codes are used as security codes
BCH codes (t=2)

δ
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(31,21)
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Fig. 2. The performances of the security codes from BCH codes in Table 1

The performances of the security codes from BCH codes in Table 1 are showed in
figure 2. In figure 2, if we send a 10-bit message and choose the dual code of a (31,
21) BCH code as the security code, the code rate will be RS = 10 31 0.3226 = . If
the error probability of the eavesdropper’s channel is over 0.1501, security codes will
be an effective way to extend the eavesdroppers’ error probability over0.495. At the
meantime, the message is transmitted correctly in the main channel will be almost
error-free, and our goal of security has been achieved. To compare with the BCH
codes, the performances of the dual codes of the RM codes and the Hamming codes as
the secure codes are shown in figure 3 and figure 4, respectively.
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Fig. 3. The performances of the security codes derived from RM codes
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Fig. 4. The performances of the security codes derived from Hamming codes

5. Conclusions
This paper investigated the security codes derived from several kinds of error
correction codes over an unconditional secure communication system. By analyzing the
security condition of the security codes, we state that if the dual codes of the
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optimum error detection codes are taken as security codes the security condition can
be realized. By simulation, the performances of security codes derived from the
double error correcting BCH codes, RM codes and Hamming codes indicate that the
main channel is almost error-free while the error probability of the eavesdropper
approaches to 0.5. Thus the desired secure communication is realized.
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