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Abstract. For the fully homomorphic encryption schemes in [3, 6], this paper
presents attacks to solve an equivalent secret key and directly recover plaintext
from ciphertext for lattice dimensions n=2048 by using lattice reduction
algorithm. Suppose the average-case behavior of LLL in [8] is true, then their
schemes are also not secure for n=8192.
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Introduction

Rivest, Adleman and Dertouzos [1] first presented the concept of homomorphic
encryption, which has many applications in cryptography. But until 2009, Gentry [2]
constructed the first fully homomorphic encryptions based on ideal lattice, all
previous schemes are insecure. After the scheme of [2], Smart and Vercauteren [3]
presented an optimizating FHE with smaller ciphertext and key by using principal
ideal lattice. Dijk, Gentry, Halevi, and Vaikuntanathan [4] proposed a simple fully
homomorphic encryption scheme over the integers, whose security depends on the
hardness of solving approximate GCD over the integers. Stehle and Steinfeld [5]
improved Gentry's fully homomorphic scheme and obtained to a faster fully
homomorphic scheme. Similar to [3], Gentry and Halevi [6] implemented Gentry’s
scheme by applying principal ideal lattice. The security of FHE’s in [3, 6] depends on
the hardness assumption of finding small principal ideal lattice, given its HNF form or
two elements form. This paper will present two lattice attacks for FHE’s in [3, 6].
By using block lattice reduction algorithm [7], we solve an equivalent secret key
for n=2048 of FHE’s in [3, 6]. Suppose the average case behavior of LLL [8], then the
ratio b1 /  ( L) is about (1.02)n , i.e. b1  (1.02)n 1 (L)  2380 1 (L) for n=8192, where 380 is
the bit-size of the coefficients in the generator polynomial of [6]. So, our first result
shows the FHE’s in [3, 6] are not secure for n=8192.
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Preliminaries

Let n be security parameter, [n]  {0,1,..., n} . Let R be a ring of integer polynomials
modulo f n ( x) , i.e., R  [ x] / f ( x) , where f n ( x) is an irreducible polynomial of degree
n over the integers. Let R p denote the polynomial ring p [ x] / f ( x) over modulo p .
For u  R , we denote by u  the infinity norm of u , u  [u0 ,..., un1 ] the coefficient
vector of u , u 2 the polynomial of u ’s coefficients modulo 2.
Theorem 2.1 (Theorem 2.6 [10]) Every block 2k -reduced basis

b1 ,..., bmk

of lattice

m1
2
k
1

satisfies b1   k   ( L) , where  k is another lattice constant using in Schnorr’s
algorithm analysis.
Theorem 2.2 (Theorem 2, 3 [7]) For all k  2 , Schnorr’s constant  k satisfies:
L

k /12  k  (1  k / 2)2ln 21/ k

. Asymptotically it satisfies k  0.1 k 2ln 21/k . In particular,

k  k1.1 for all k  100 .

Theorem 2.3 ([8]). Suppose the average case behavior of LLL is true, then the first
vector b1 of LLL is satisfied to b1 /  ( L)  (1.02)n on the average for lattice L .
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Attack on Smart-Vercauteren’s FHE

Theorem 3.1. Given a principal ideal  in either two element ( p, ) or HNF
representation, there is a polynomial time algorithm which finds w( x)   ( x)  v( x) over
such that  ( x)    k (4 / 3)(3k 1)/4 kn/2k 1 .
Proof. Since  is a root of fn ( x)  xn  1 over modulo p , so

xn  1  ( x   ) g ( x) mod p

.

It is easy to verify g ( x)  t ( x) v( x) mod p . Assume g ( x)  x  gn2 x   g0 . One
constructs the following lattice M .
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To reduce lattice M , one calls the lattice reduction algorithm in [7,10]. By
w( x)   ( x)  v( x)
Theorem
2.1,
2.2,
one
gets
such
that
(3k 1)/4 n/(2 k )1
 ( x)    ( x) 2   k (4 / 3)
k
. Recall that w( x)  R since u( x)  v( x)  p mod f n ( x) .■
When n  2048 , k  16 and   298 ,  k (4 / 3)(3k 1)/4 kn/(2k )1  2 12 . Hence, if
w( x)  C ( x)   p / 2 , then one can correctly recover the bit in a ciphertext.
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Attack on Gentry-Halevi’s FHE

By the decryption algorithm in [6], a ciphertext vector is c  (c,0,...,0) . Hence,
c  Rot (v) p  c (v0 , v1,..., vn1) p  (cv0  p , cv1  p ,..., cvn1  p ) . On the other hand, we have

c  Rot (v) / p  a  Rot (v) / p  a  Rot (v) / p , where   is fractional part, and a  2r  b e1
with small vectors r and e1  (1,0,...,0) . So, c  Rot (v) p  a  Rot (v)  2r  Rot (v)  b v . That
is, (cv0  p , cv1  p ,...,cvn1  p )  b v mod 2 for any decryptable ciphertext c .
We apply the same method in Section 3, which finds a small multiple
of the secret key v( x) . When all the entries of a  Rot (w( x)) are less
than p / 2 , we may recover the message bit in a ciphertext c as follows: b  1 if
(cw0  p , cw1  p ,..., cwn1  p )  w mod 2 , otherwise b  0 . Thus, we finds w( x)   ( x)  v( x) over
w( x)   ( x)  v( x)

[ x]

with  ( x)    k (4 / 3)(3k 1)/4 kn/2k 1 by Theorem 3.1.

When n  2048 , k  16 and   380 , we can recover the message bit in a ciphertext
by the above method. Furthermore, we can also recover the message bit in a
ciphertext for n  8196 ,   380 by Theorem 2.3.
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