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Abstract. WiFi networks, which have been widely used along with the
explosive increases in the supply of smartphones, can provide high network
speeds but cannot prevent user information spills though rogue Access Points
(APs). Therefore, we need a method to exchange SSL session keys through
more secure networks to be used in WiFi networks in order to prevent such
spills.
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1. Introduction
Along with the explosive increase in smartphones, users have come to install Access
Points (APs) that enable easy and fast wireless access to the Internet at home or a
place of business without any restrictions. [1][2] However, rogue APs that are
installed by attackers with a view to obtaining users' confidential information have
become great threats to wireless Internet security.
A method that can be commonly used in web services to prevent hackers' attacks
on WiFi networks with low security is encrypting the data exchanged in HTTP
protocols using Secure Socket Layers (SSLs) to ensure data confidentiality in
communication. However, even when SSLs are used, users' confidential information
can be easily extracted using Man in the Middle (MITM) attacks. [3] Therefore,
recently, studies to detect and block rogue APs have been actively conducted in order
to prevent these security hazards. [4] However, this method has problems, because it
involves additional overheads, since in order to detect rogue APs, wireless packets
should be analyzed and AP lists should be managed, and even when these additional
overheads have been added, rogue APs have not been pefectly detected.

2. Secure Communications in Rogue AP Environments
WiFi networks provide mobility and convenience to users by enabling wireless
communication. However, they are vulnerable to hacking and information spills,
because they provide open wireless communication. To make up for this weakness,
web service data can be encrypted for confidentiality using SSLs in HTTPS protocols.
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SSLs are protocols that create security connections between clients and servers to
encrypt the data being exchanged. In SSLs, clients and servers using exchange
authentication keys and encrypt data with the keys before transferring the data.
However, recently, attack methods have been found that enable malicious rogue APs
to illegally decrypt encrypted user data by manipulating, in the middle between clients
and servers, the process through which authentication keys are transferred.
Figure 2 shows a scenario that demonstrates this vulnerable point of SSLs. In the
figure, a rogue AP serves the role of a proxy in the middle of a client and a server,
requesting the server for authentication keys to be used by the rouge APs and sending
counterfeit authentication keys created by the rogue AP to the client. Thereafter, the
client encrypts data using the counterfeit authentication keys transferred by the rogue
AP, and thus the rogue AP can decrypt the data in the middle. As such, if rogue APs
are used, weak points in security can be used to hack important user data even when
SSLs are used. To prevent this, many studies have been conducted to detect rogue
APs. Representative studied methods include methods to detect rogue APs through an
AP authentication server [5], methods to detect rogue APs through traffic analysis [6],
and methods to detect rogue APs through comparisons of server authentication
certificates [7].
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addresses of APs that may be registered in the authentication server must be
periodically maintained and managed, and none of the public APs that have not been
maintained and managed can be used. In addition, these methods cannot detect rogue
APs that have reproduced even the MAC addresses. Second, some methods [6] detect
rogue APs by analyzing the characteristics of the traffic in routers. These methods scan
the source IP address and source port number of the transferred data and judge whether
the source host is an authenticated host or a rogue AP by analyzing the characteristics
of wireless and wired packets. However, these methods are disadvantageous too, in
that to detect and block rogue APs, a traffic analysis module should be installed in each
router device, and information should be collected and analyzed every time through the
traffic analysis module. Finally, there is a method to detect rogue APs by receiving a
server’s authentication keys through more secure
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networks such as 3G networks and comparing them with authentication keys received
through WiFi networks [7]. This method is the most similar to the method proposed in
the present paper. In this method, when the authentication keys of a server received
through heterogeneous networks are different from each other, the AP used in the
relevant WiFi network is judged to be a rogue AP and is not used. However, if an AP
received through a WiFi network is judged to be a rogue AP, the WiFi network,
which is fast, will not used anymore and thus network efficiency will be decreased.
On the contrary, in the case of our method, since authentication keys securely
received by 3G networks are immediately used again in WiFi networks, WiFi
networks can be securely utilized without detecting rogue APs that may be inaccurate
while requiring large overheads.

5. Conclusion
In this paper, we reviewed threats of rouge APs which can be installed by attackers for
obtaining users' confidential information. Recently, in order to prevent attacks with
rogue APs in WiFi networks, lots of researches have been conducted. However, the
sequrity threats by rough APs have not been efficiently solved. This is because most
previous researches require much additional overhead but not completely detect rouge
APs. Therefore, we need a new method which communicates more securely while
utilizing the efficiency of WiFi networks. The proposed method should utilize fast
WiFi networks more securely even where rogue APs may exist.
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